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Introduction

The Australasian Institute of Digital Health (AIDH) welcomes the opportunity to provide feedback
on the Review of the My Health Records Legislative Instruments.

We support the continued modernisation of My Health Record (MHR) and recognise its central role
in delivering a connected, interoperable digital health ecosystem.

As healthcare delivery and health practitioners’ scope of practice evolve in a changing digital
health environment, it is critical that MHR, and its legislative instruments, keep up.

We are supportive of the expansion of access to MHR by more types of healthcare practitioners
with the right clinical governance in place.

We are available to discuss any of the aspects below.

Consultation questions

1. Should rule 19 of the My Health Records Rule 2016, which relates to
restrictions on uploading certain health information, be reviewed?
If so, what amendments would you propose and why? What considerations should guide the

review of this rule?

e We support maintaining the current exemption for shared health summaries and
advance care planning information.

e Before making further changes to rule 19, it is important to understand the Healthcare
Provider Identifier — Individual (HPI-I) reform currently underway and how this will impact
eligibility of health professionals to participate in and contribute to My Health Record.

2. Should the definition of a ‘nominated healthcare provider’ be expanded to
include other health professionals involved in patient care (e.g. pharmacists,
or enrolled nurses, or midwives who are not registered nurses)?

Explain why or why not.
e Yes, the definition of a ‘nominated healthcare provider’ should be expanded.

e Thiswould be in line with a number of reforms (or recommendations for reform) including
the Unleashing the Potential of our Health Workforce — Scope of Practice Review, Final
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Report (2024)', the Strengthening Medicare Taskforce Report (2022)?, and the Health
Identifiers reform.®

This would also align with the National Digital Health Blueprint 2023-33* (Outcome 1) which
highlights that Australians should be able to make choices in managing their health and
wellbeing. This requires consumers to be able to choose their nominated healthcare
provider who may not be a professional from the current limited list.

Many consumers have ongoing and frequent interactions with allied health professionals
who they may see as their primary health care practitioner.

Our members also suggest exploring the opportunity to nominate a care team, especially
for patients and consumers living with chronic conditions who are most likely to receive
coordinated care from a multidisciplinary team.

Should other health professionals also be able to author a shared health
summary?

If so, what types of health professionals and why?

Our members are supportive of other health professionals to be able to author a shared
health summary for similar reasons as explored at Question 2. This would support health
professionals working at the top of their scope of practice which extends to authoring.

Types of health professionals:
o midwives;
o enrolled nurses;

o registered Allied Health professionals and Allied Health professionals who are
eligible to an HPI-I.

For the safe implementation of an expansion of the types of health professionals able to
author shared health summaries (SHSs), strong governance processes must be in place,
including to address the risks related to the fact that new SHSs replace prior ones.

Such governance processes should include:

T Available at https://www.health.gov.au/resources/publications/unleashing-the-potential-of-our-health-
workforce-scope-of-practice-review-final-report?language=en

2 Available at https://www.health.gov.au/resources/publications/unleashing-the-potential-of-our-health-
workforce-scope-of-practice-review-final-report?language=en

3 Information at https://www.health.gov.au/topics/health-technologies-and-digital-health/about/healthcare-
identifiers

4 Available at https://www.health.gov.au/resources/publications/the-digital-health-blueprint-and-action-
plan-2023-2033?language=en
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o ‘forced’ review process of previous SHSs before making amendments;

o updates restricted to parts that need updating instead or overwriting the entire
summary;

o notifications to patients/consumers;

o proper record-keeping/version control with audit-trails that include time-stamped
tracked changes;

o data security considerations such as provider authentication prior to editing, e-
signature for finalising changes.

4. Do you think that shared health summaries are still relevant as we

modernise the MHR system?

Explain why or why not and if possible, detail your experience with shared health summaries.

Currently shared health summaries (SHRs) provide a useful overview and introduction to
the patient/consumer current health situation but need to be modernised in line with the
modernisation of My Health Record, the Health Connect Australia initiatives, the Australian
Clinical Data for Interoperability (AUCDI), and the generalised adoption of Fast Healthcare
Interoperability Resources (FHIR) standards.

Long term, in a FHIR enabled health system where Health Connect Australia is
implemented in the context of an expanded share by default legislation, our members’
position is that SHSs will become irrelevant, especially as the international patient
summary (IPS) is being adopted globally and in Australia.

Are the participation requirements as set out in the My Health Records Rule
2016 fit for purpose?

Yes, the participation requirements for healthcare provider organisations, contracted
service providers and operators remain robust, comprehensive and fit for purpose.

Do the provisions in the My Health Records Rule 2016 need to be more
specific in their application to cyber security?

Yes, provisions related to cyber security need to be more specific. Current provisions are
high level which leaves them open to interpretation.

Getting cyber security right is critically important as in health technologies, cyber risks are
clinical safety risks.
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e Infamously, the healthcare sector remains the top sector with respect to data breaches
(see Notifiable Data Breaches reports from the Office of the Australian Information
Commissioner (OAIC) available at https://www.oaic.gov.au/privacy/notifiable-data-
breaches/notifiable-data-breaches-publications).

e Provisions for My Health Records on cybersecurity should align with relevant strategies and
acts such as Australian Digital Health Agency (ADHA) Cyber Security Strategy 2022-2025°
and the Cyber Security Act 2024.

e AIDH supports a national digital health cyber security strategy that underpins the intentions
of share by default and what Health Connect Australia is aiming to deliver via standards.

7. Arerules 7 and 8 under the My Health Records 2016, which pertains to
emergency access, still fit for purpose in their current form?

e Emergency access is a critical clinical safety mechanism, any alteration to this would
require significant public consultation, and may fold into the broader conversation of
consentin healthcare.

e Our members suggest that emergency access is probably not always used for these
purposes. A review of circumstances under which emergency access processes are
activated would provide insights into how these rules are being implemented in the real
world.

e Looking ahead, the rules of emergency access will need to be reviewed as more information
is made available and as more health professionals are able to access MHR. Requirements
for access in situations of routine and urgent care also need to be better defined to ensure
that the information is accessible (and access is still monitored/authenticated) to ensure
seamless care across different sectors (across both public and private sectors) and prevent
patient harm and unnecessary wastage of resources (repeated investigations, lost clinical
information, clinical alerts, patient harm through unnecessary invasive procedures).

8. Should authorised and nominated representatives continue to have access
to a deceased recordholder’s MHR? Explain why or why not.

a) Ifaccess wasto be continued, should this apply equally to authorised and nominated
representatives? If not, why?

b) What should that access involve? (e.g. view all or limited information?)

c) Forwhat purposes should access be granted?

d) If applicable, for how long should such access be retained?

5 Available at https://www.digitalhealth.gov.au/about-us/strategies-and-plans/cyber-security-strategy
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In principle yes, subject to limitations and as read only; this should align with medical
record access requirements.

Reasons include:

o forclinical feedback (updating other health care professionals about the
deceased's passing, health insurance payout finalisation, etc.);

o legalreasons (related to patient/consumer/carer complaints, clinical incidents
management, legal proceedings etc.) which can take years to navigate and
complete investigations.

e The length of retention of records will depend on the circumstances.

e Further consultation with consumers and their representatives is required to align with
consumer consent (which they obviously can’t grant after they pass), and with advance
care planning.

e Consideration should be given to how this information would become part of relatives’
family health history.

9. Should nominated healthcare providers and/or other healthcare providers
continue to have access to a deceased recordholder’'s MHR?

Explain why or why not.

a) What should that access involve? (e.g. view all or limited information?)
b) Forwhat purposes should access be granted?
c) Ifapplicable, for how long should such access be retained?

e As,inprinciple, access to MHR by a healthcare provider is for the purpose of informing the
care of a person, circumstances in which a healthcare provider would access the MHR of a
deceased person is likely to be limited.

e Access should be ‘read-only’.

10. Is there an ongoing need for assisted registration?

e Yes. Individuals who opt out at some stage should always be able to change their mind and
require registration.

e Our members note that this is a voluntary service that healthcare providers provide and that
remuneration mechanisms should be explored to recognise the work performed.
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e Thereis also an opportunity to review who else, apart from healthcare providers, could
perform this activity

11. If assisted registration is to be retained, should any revisions to the
process be considered?

e As mentioned above, consideration should be given to who can provide assisted
registration and remuneration for doing so.

e If current expectations are realised and opt out rates continue to go down (in recognition of
greater value of MHR thanks to share by default legislation and seamless information
sharing with Health Connect Australia) then we can anticipate that this task will become
rarer and might not best sit with healthcare professionals in the long term.

General questions

12. Are there any instruments that you believe are no longer fit for
purpose, necessary or require revision? If yes, please explain reasoning.

e Opt-outtrials are no longer required.

13. Are there any specific provisions in the instruments that you believe
are no longer fit for purpose, necessary or require revision to better support
the operation of the MHR system?

If yes, please explain reasoning.

e No

14. Are there any issues that you would like to address that have not been
covered by any other questions? If yes, please explain reasoning.

e As we move into a more data dynamic space in modernising MHR and with the expansion of
share by default legislation and the roll-out of Health Connect Australia, the question of
consent needs attention to keep the balance between consumer expectation and
consumer privacy. Consultation with consumers and their representatives will be required
to explore dynamic and agile modes of collecting consent. Our members cite the consent
collection process implemented in Queensland state high schools via the QParent portals
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as an example of modern and comprehensive way of collecting consent.® A consent portal
associated with My Health Record, and accessible from the My Health app, could be
designed so consumers can keep track of the consent they have given. That consent would
extend to the sharing of information from wearable devices and Health Apps (as long as
they are compliant with all required regulation).

15. Do you have any concerns or comments about the My Health Records
(National Application) Rules 2017 being repealed and remade into a new
instrument with alighment of the other instruments?

e No

16. Do you have any other comments related to the scope of the review?

e Despite the large scope of the review, we regret the Healthcare Identifiers Act 2010 (Cth) is
notincluded.

17. Do you have any overall feedback or comments about the operation of
the MHR system?

Scope of practice

We endorse the expansion of uploading rights to enable a wider range of healthcare professionals
to contribute to MHR, consistent with reforms identified in the Scope of Practice Review and in line
with emerging models of team-based care. The MHR legislative framework has not kept pace with
the reality of contemporary health practice, where pharmacists, allied health professionals,
midwives, and others increasingly deliver frontline care. Allowing these professionals to contribute
directly to MHR would ensure records are more complete, current and clinically useful.

Itis urgent to conduct a comprehensive review of all the acts that health professionals with current
contribution rights to MHR can perform compared with what they are allowed to upload to MHR.

Consumers

Consumer trust and engagement remain fundamental. Consumers should be supported to make
meaningful choices about what information they share and with whom. This could include greater
visibility of how their information is used (for example, in secondary use for population health
planning), supported by dynamic consent models. There is also scope to review whether
consumers should have the ability to contribute additional types of information directly into MHR,

51n that system, once year parents are requested to provide consent (or not) for the sharing of their child’s
information at a granular level by type of information (e.g. name, photo, etc.) and by platform (e.g. internal
communication portal, social media, etc.).
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provided this is clearly identified and governed. Consumer perspectives gathered by AIDH indicate
that for some, MHR remains underutilised due to inconsistent uploading practices and limited
awareness of new functionality.

A strong public information and engagement campaign is needed to improve understanding of its
value and evolution.

Healthcare Identifiers and data integrity

AIDH members raised concerns regarding the allocation and management of Individual Healthcare
Identifiers (IHIs). Errors such as duplicate or intertwined IHIs, often caused by minor data entry
mistakes, can have serious clinical safety implications. The legislative framework should support
technical capabilities that allow for efficient correction of IHI errors with consumer oversight, while
ensuring data integrity and continuity of records. This reinforces the importance of reviewing the
Healthcare Identifiers Act 2010 alongside MHR reforms.

My Health Record and the digital divide
As My Health Record evolves, it is critical that priority populations are not left behind.

Digital health technologies have the potential to address health access inequities, making
healthcare more accessible, efficient, and person-centred. For example, telehealth can connect
people in rural and remote areas with specialist care that would otherwise be difficult to access.

However, for digital health to fully deliver on its promises, governments must recognise the
multifaceted digital divide as a critical social determinant of the delivery of healthcare services.
Digital health policies, programs and systems such as My Health Record must be designed with
access and equity at their core, ensuring that no-one is stranded due to technological,
socioeconomic, cultural or geographic barriers.

My Health Record and myGov

The availability of key health information being shared to My Health Record will continue to
increase with the implementation of sharing by default legislative changes from next year. To
realise the benefits of these reforms it will be critical to address the ongoing issues with the
usability and success rates for Australians linking their myGov account to their My Health Record.
Health journalist Cate Swannell has described the process she experienced, and that many
Australians can relate to, in a recent article published in The Medical Republic.’

7 Meandering path to the My Health app, available at https://www.medicalrepublic.com.au/meandering-
path-to-the-my-health-app/119619
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Endorsement

AIDH supports the Australian Digital Health Agency (the Agency)’s positions as expressed in their
public submission.

About AIDH

The Australasian Institute of Digital Health (AIDH) represents a diverse and growing community of
professionals at the intersection of healthcare and technology.

The Institute has more than 250 distinguished Fellows who are experts or pioneers in digital health,
and has a growing membership of professionals comprising doctors, health informaticians, nurses,
midwives, allied health, other clinicians, administrators, and health technology business leaders.

The Institute provides objective, non-partisan, and independent advice on the use of technology
and health informatics to improve consumer outcomes and solve the most pressing challenges
facing our healthcare system.

The Institute’s unique composition and reach brings together an extraordinary network of
Australia’s leading digital health experts across the private, public and community sectors to
advance our nation’s transition to a digital health future.

AIDH acknowledges and thanks the valuable contributions of our Advisory Subject Matter Expert
panels to this submission.
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