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Introduction

The Australasian Institute of Digital Health (AIDH) welcomes the opportunity to contribute to the
Australian Digital Health Agency (ADHA) consultation on the draft Health Information Exchange
(HIE) Architecture and Roadmap.

We have responded to the consultation questions and have included some of our members
responses to the survey into our own response.

We would welcome the opportunity to discuss further with the Agency, especially as it relates to
the role of the Institute in supporting the HIE program.
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Survey questions — up to 1000 words

1. What are the major barriers or challenges to adoption of the outcome
of Health Information Exchange and interoperability?

With our members input, AIDH has identified the following barriers and challenges:

1.1. Conflicting legislation across jurisdictions
Varying regulations across Commonwealth and States and Territories jurisdictions
regarding privacy, consent, and data-sharing practices is a major barrier to adoption of the
outcome of the HIE. Clinicians and health services will need access to their local HIEs and
the national HIE without impediment from conflicting legislation. The roadmap mentions
this issue; however, it lacks details on how this will be remediated. More information on
the work undertaken with the States and Territories, and their respective positions on
legislative and regulatory alignment, would be welcomed.

1.2. Interoperability standards and readiness
The roadmap emphasises international standards like FHIR and HL7; however, practical
implementation remains a challenge as many hospitals and primary care practitioners in
Australia still rely on paper-based, or on outdated or non-conformant digital systems. As
long as interoperability standards remain optional, and IT solutions providers are left with
the choice of whether to invest in compliance, this will remain an issue. Moreover, if
buyers invest in nonconformant systems soon, they might be reluctant to invest in another
solution when the HIE is deployed.

Incentivising adoption of standards, both by providers and buyers, would help address the
issue. An AIDH member suggests that to ensure widespread adoption of interoperable
health systems, the roadmap should introduce a Meaningful Use program tied to financial
incentives, rewarding healthcare providers for not only adopting digital systems but also
effectively using them to meet interoperability standards and improve patient care. This
program would support providers in transitioning to fully digital records and demonstrate
outcomes such as data exchange and enhanced care coordination.

Additionally, the roadmap should address semantic interoperability, ensuring that data
exchanged across systems is consistently understood through the standardisation of
clinical terminologies and coding systems. By linking incentives to meaningful use and
focusing on hospital and private practice readiness, the roadmap can drive the health
system towards full digital adoption, aligning with global standards and delivering safer,
more coordinated care.
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1.3. Adoption by clinicians and clinical workflow integration
Widespread adoption of the HIE by clinicians will be crucial to the success of the program.
A key component of driving adoption will be to embed strong clinical governance in every
aspect of the program. Clinicians may resist adopting new systems if they perceive them
as burdensome or disruptive to established workflows, as this was, and still is, the case
with My Health Record as demonstrated by the very low usage by clinicians. Additionally,
the usability of these systems needs to align with the clinical workflow to ensure that
healthcare providers see the value of integrating them into daily practice. The roadmap
discusses integration into workflows, but it could provide more depth on how to minimise
resistance through training and change management strategies.

AIDH welcomes the acknowledgement in the roadmap of the need for organisational
change management strategy and plan. We note that appendix D describes pain points
that even taken individually can represent significant roadblocks. Early and meaningful
engagement will all stakeholders is critical. AIDH would welcome further conversation
with the Agency on the role the Institute can play in this endeavour.

1.4. Data quality and real-time exchange
Ensuring data quality (including recency where relevant), consistency, and real-time
availability across platforms is another barrier. Healthcare providers need accurate and
timely data in context for decision-making, and current systems may struggle to meet
these needs. The roadmap mentions existing limitations in the My Health Record system,
such as the absence of real-time data exchange. Improving this aspect will be key to
driving adoption.

Additionally, as the HIE starts integrating consumer generated or mediated data, we could
see large amounts of poor-quality data flooding the system. Clinicians have already
expressed concerns regarding a potential data overload, where there would be too much
and/or unusable data. This may be difficult for clinicians to deal with and could contribute
to perceived risk of litigation and burnout.

1.5. Health data, trust, privacy and consent
Patients and healthcare providers alike may have concerns about the security and privacy
of health information, particularly when dealing with sensitive medical data. Building and
maintaining trust will be crucial, and this involves not only securing the data but also
ensuring transparency in how it is used. The roadmap covers privacy challenges, but more
specific strategies to address consumer trust issues (for example, public awareness
campaigns or consent management tools) should be outlined.

Addressing the concerns of consumers around trust and privacy will require particular
attention, especially as the HIE expands the remit of those who can access the data.
Without sufficient engagement with consumers, perception of risk may be heightened and
potentially leading to consumers not providing their consent and therefore missing out on
the benefits of the HIE. There is also a risk of having consumers locking themselves out of

AIDH - November 2024 Page | 4



AUSTRALASIAN
INSTITUTE OF
DIGITAL HEALTH

their own data. An AIDH member working with older people said that those who have their
My Health Record protected by an access code do not actually know their code and neither
do their relatives. The Break Glass function is not fit for purpose for use in non-urgent
settings.

1.6. Scope
For the HIE to deliver on expected outcomes, integration with aged care sector providers
and datasets will be critical. Likewise, further information on which data from wearable
devices (and which of these devices) will be included would be welcomed. We provide
more details below.

1.7. Funding of the program and support to investment required by stakeholders
Alongside training, funding to support investment in new systems will be a major
component required to drive adoption for HIE both by vendors and clinicians. More
information on that aspect as part of the program of work would help build confidence in
the program and lower resistance.

2. Are there any aspects of the Health Information Exchange that you
would like to highlight as a positive step/improvement?

With our members input, AIDH would like to highlight the following positive aspects:

2.1. The HIE itself
The National HIE itself is a very positive step and improvement on the existing
infrastructure with benefits well described in the roadmap (even if further information on
use cases would be welcomed, see below answer to question #3).

2.2. Phased delivery approach and coordination of related programs around the Directory
The phased approach of the roadmap to rolling out the HIE, starting with the Directory, is a
strong step forward. This incremental approach allows for testing and refinement of each
stage, reducing the risk of system-wide failures. The Directory itself is a key foundational
element that will lay the groundwork for broader adoption by simplifying healthcare
provider identification and service information sharing.

Focus on related programs of work and how all the pieces of the puzzle fit together is very
positive.

2.3. National focus on interoperability
The strategic focus on achieving interoperability through the use of standards like FHIR
and HL7 is commendable. This reflects global best practices and indicates a forward-
thinking approach to ensuring systems across various sectors and jurisdictions can
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2.4.

communicate effectively. If implemented correctly, this could greatly improve the
efficiency and effectiveness of healthcare delivery in Australia.

Focus on the work to integrate the national HIE with existing state ones (and the ones in
development) is also to be commended.

Consumer-centred approach

The fact that the roadmap focuses on empowering consumers by giving them more control
over their health data is a major positive step. Globally, patient-centric models are seen as
critical to the success of HIE systems, and Australia’s alignment with this is encouraging.
Tools that allow consumers to manage consent, select healthcare providers, and access
their records can help build trust and foster engagement in the healthcare system. System
usability and quality of health information, at least over a critical mass point, will be crucial
in clinicians and consumers actually making use of HIE capability.

3. Are there any specific areas that the document does not address that
should be considered?

AIDH and our members have identified gaps or areas that would benefit from more details in the
document:

3.1.

Use cases, data sources and quality of data
3.1.1. Usecases
The roadmap mentions that 80 use cases have been identified. Disclosing these cases
would help address the ‘so what’ question that many stakeholders have raised.

3.1.2. Monitoring devices data

When considering data from wearables as part of Enhanced Services, the document could
be more explicit regarding what types of data will be included, and whether both
medical/remote monitoring devices and daily-use monitoring devices (e.g. smartwatches)
will be considered. We support the inclusion of both, with regulation probably needed for
the latter to ensure quality of data.

3.1.3. Status update

The ability for a provider to see if a requested test has been fulfilled (i.e. request status -
scan completed, report pending) through information lifecycle functionality would be very
helpful for clinicians.

3.1.4. Clinical trials and research data
Private sector clinical trials and medical research generate large quantities of health data
that could meaningfully complement other data sources.

3.1.5. Vaccination data
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We assume data from the Australian Immunisation Registry (AIR) will be included given it is
already available in My Health Record, an explicit reference to it in the document would be
welcomed.

3.1.6. Aged care sector data
As mentioned above, inclusion of relevant aged care data is critical for the HIE to achieve
its stated outcomes. A specific program of work is probably required on this aspect.

3.1.7. Incorrect and conflicting data
Further information on how this will be dealt with would be welcomed especially as it
relates to how and when this can be corrected and by whom.

3.2. Detailed roadmap for legislative harmonisation

3.3.

3.4.

AIDH -

As indicated above, more details and an actionable plan for harmonising privacy laws and
consent models are needed. A comprehensive legislative roadmap that addresses
discrepancies across federal and state levels is essential for smooth national
implementation of the HIE. The document could benefit from a clear timeline or strategy
for legal alignment.

Stakeholder engagement and change management strategy

While there is a focus on stakeholder consultation, the document does not provide a
detailed strategy for ongoing public and provider engagement. Continuous engagement
will be crucial to ensuring that the system evolves in response to user needs. Making
explicit the role for clinical governance and the role of the Australian Commission on
Safety and Quality in Health Care in addition to a specific plan outlining how feedback will
be gathered and acted upon throughout the implementation phases of the HIE would
strengthen the document. Vendors will also need certainty around timelines and the
technical specifications they will need to adhere to with sufficient lead time to implement
changes.

Likewise, as stated above, while the roadmap acknowledges the need for change
management, it would benefit from a more robust outline of how resistance will be
addressed. This could include specific training initiatives, user support programs, and
ways to incentivise early adopters of the system. Without a strong change management
framework, adoption may be slower, and resistance higher. A more incremental roadmap
would also help building trust in the process.

Long-term sustainability

The document does not provide enough detail on how the long-term sustainability of the
HIE will be ensured, especially in terms of funding. The roadmap should consider detailing
a more explicit financial strategy, including how ongoing maintenance and upgrades will
be funded and how jurisdictions will contribute.
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3.5. Integration of Artificial Intelligence (Al) and blockchain
The document does not fully explore the potential for integrating technologies such as Al
and blockchain, which could enhance data security and analytics capabilities. Including a
forward-looking section on how these and emerging technologies could be integrated into
future phases of the HIE could help future-proof the system and keep Australia at the
forefront of digital health innovation.

3.6. Approach to consumer consent
The roadmap does not clearly address whether the system intends to follow an opt-in or
opt-out approach for consumer participation. This decision is essential to achieving a
critical mass of data, which is crucial for HIE usability and effectiveness. We understand a
lot of consultation will need to happen before a final determination is made but it would be
valuable to know the hypothesis or direction the Agency is working with.

Global experience shows that opt-out models, such as those used in My Health Record and
the UK, have significantly improved participation rates and data availability, making the
system more valuable for healthcare providers. It is recommended that the roadmap
consider adopting an opt-out approach, supported by strong privacy safeguards and
consumer education to build trust and ensure patients remain in control of their health
data. This would enhance adoption rates and improve the overall utility of the system.
Considerations about consent will need to extend to substitute medical treatment decision
makers (for example, an active medical power of attorney) so they are able to access the
person’s data in order to support them.

3.7. Secondary use of data
The document mentions the potential for secondary use of deidentified health data for
research and public health surveillance; however, it lacks a detailed framework for
managing the ethical considerations, such as privacy, consent, and governance. If
managed well, this can provide significant benefits, including enhanced public health
monitoring, faster responses to pandemics, and more effective healthcare planning and
policy development. To fully realise these benefits, the roadmap should include a
comprehensive strategy outlining how data will be anonymised, how consent will be
managed, and how governance will ensure responsible data use. Drawing from
international examples like Estonia and the UK, this addition would not only safeguard
patient rights but also position the HIE to deliver transformative insights for research and
public health. The roadmap should also map the integration of the HIE with the Centre for
Disease Control (CDC).
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About AIDH

The Australasian Institute of Digital Health (AIDH) represents a diverse and growing community of
professionals at the intersection of healthcare and technology.

The Institute has more than 250 distinguished Fellows who are experts or pioneers in digital health,
and has a growing membership of professionals comprising doctors, health informaticians, nurses,
midwives, allied health, other clinicians, administrators, and health technology business leaders.

The Institute provides objective, non-partisan, and independent advice on the use of technology
and health informatics to improve consumer outcomes and solve the most pressing challenges
facing our healthcare system.

The Institute’s unique composition and reach brings together an extraordinary network of
Australia’s leading digital health experts across the private, public and community sectors to
advance our nation’s transition to a digital health future.
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