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Introduction

The Australasian Institute of Digital Health (AIDH) welcomes the opportunity to input into
the Australian Centre for Disease Control (CDC) consultation on data access and usage.

This submission builds on feedback provided by AIDH in January 2023 to the consultation
on the role and function of an Australian CDC, including a specific section on data and use
of data.’

An Australian CDC is critical in the surveillance, protection and management of
communicable and other disease threats. Access to, and the appropriate use of, digital
health data is vital for public safety and emergency health management. Australia is the
only OECD country without a CDC or equivalent, and the Federal Government has
recognised the essential need for a CDC following the Covid-19 pandemic.

Public health emergencies require nationally coordinated partnerships and international
sharing of information to protect people. As our submission outlines, the AIDH accepts
that public health threats necessitate the collection and sharing of health data; however,
we emphasise that all health data must be used within the provisions of privacy and other
relevant legislation, and transparency and public information campaigns are used to
counter misinformation, anxiety and concerns about individual health data usage.

T Available at https://digitalhealth.org.au/wp-content/uploads/2023/01/AIDH-CDC-Submission.pdf
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Consultation questions

1. How important do you think it is that the proposed CDC has access to
data to inform their decisions?

The Australasian Institute of Digital Health (AIDH) supports CDC in accessing appropriate
deidentified data on communicable and other diseases, along with data related to the
impact of environmental factors and climate change on human health. Accessing this data
is vital to fulfil the aims and intent of CDC. Data, specific information, and surveillance of
diseases related to all animals is likewise of critical importance to the ability of CDC to
fulfill its stated functions of monitoring communicable diseases and providing expert,
informed advice to governments.

2. How comfortable do you feel about the proposed CDC using health
data for their work?

AIDH recognises the critical value of health data in preparing, planning and responding to
epidemics, pandemics, and the spread of communicable and other diseases.

The incidence of future pandemics, including viral disease outbreaks, is anticipated to
increase?. Australia’s ability to prepare for, and manage, such events is contingent on the
availability of accurate, timely data that can be shared across jurisdictions and health
providers.

As noted in CDC material for consultation, governments currently collect and use patient
and other healthcare data.

AIDH is ‘comfortable’ with the proposed use of health data by CDC; specifically, the use of
deidentified data to prepare and respond to emergencies, including using data to assist
and advise governments on quarantine measures, travel and other necessary restrictions
of movement, and measures that might be required as public health responses.

AIDH supports CDC using health data for monitoring diseases potentially entering, or
already detected, in Australia. We support CDC using collected data to provide evidence-

2 https://globalhealth.duke.edu/news/statistics-say-large-pandemics-are-more-likely-we-thought
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based advice to governments about how to protect against diseases and other health
threats and using this data to provide advice to respond during health emergencies.

While we support the use of health data for public awareness and information campaigns,
we do caution CDC on any proposed use of health data to target ‘resources to vulnerable
groups’. Mistakes made during Covid-19 should be heeded by CDC in understanding the
responsible use of data in regard to ‘vulnerable groups’. For example, during the Covid
pandemic, data was used to target specific geographic locations (suburbs in Western
Sydney and public housing blocks in Melbourne) without properly understood public
health information or evidence communicated to those affected. This created
unnecessary anxiety, division, and distrust.

CDC must learn from Covid-19 and adopt appropriate risk management practices so that
collected health data is not used again to unfairly or inappropriately ‘target’ certain people
or groups.

3. Do you have concerns about the way the proposed CDC may use
data?

As noted in Question 2, AIDH concerns relate to targeting geographic regions, specific
locations or people without appropriate communication and community liaison to ensure
those affected properly understand the health risks and why measures are being
undertaken (this also relates to Question 5).

We also note the measures detailed in the Digital Health Blueprint 2023-2033, issued by
the Department of Health and Aged Care, which calls for investment in “data collection,
analysis and infrastructure, along with the use and reuse of this data” to optimise the value
of Australia’s health system. The Blueprint reinforces the fundamental tenet — that “agreed
standards for accessing trusted and reusable data” is required to support planning and
sustainability. This is especially relevant to CDC use of data.

AIDH accepts that communicable disease surveillance and monitoring, and pandemic
response measures, requires a balance or ‘trade-off’ between the right to individual
privacy and the need for public health responses that save lives. The use of tracking and
location technologies is an example of data use that may be required during a pandemic or
state of emergency, but not acceptable in ‘normal’ circumstances.
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Itis essential CDC operates within strictly established regulations and guidelines that
balance individual consent and custodianship of health data with urgent necessities for
public health responses to disease threats and control.

We urge CDC to give particular attention to the data governance around the use of Artificial
Intelligence (Al) as it relates to the analysis of public health data for predictive models and
forecasting, to maintain the principles of transparency, accuracy, accountability and
fairness.

4. What would you want to know about how the proposed CDC will be
using your data?

AIDH is generally satisfied with the material provided by CDC on how they propose to
collect, use, store and share data. To ensure public trustin CDC, it must always detail how
data will be collected and used, for what purposes and how collected data relates to each
jurisdiction’s public Health Acts. This extends to data that is not health specific but
relevantto CDC operations, such as transport.

CDC must be transparent with any data sharing involving international or overseas
organisations or governments.

Health data (and locating/tracking technology) is contextual and CDC must be transparent
in how it intends to store or share collected data used in one context (pandemic) if shared
in other contexts.

We would welcome CDC to indicate whether it will adopt the Department of Health and
Aged Care Data Governance Framework? or if another framework will be developed to
accommodate the specific needs of CDC.

5. How would you like the proposed CDC to communicate how they use
your data?

Digital health literacy in Australia lags behind the technology currently being used in
advanced health services. Substantial disruptions created by Al and digital health
technologies necessitate more strategic and nuanced communications from CDC.

8 Available at https://www.health.gov.au/sites/default/files/2024-09/our-data-governance-framework-
placemat-2024.pdf
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Trust and confidence are engendered by transparent communications. An ANU study
found that during the Covid-19 pandemic, Australians became “more trusting of
organisations and governments” regarding personal data and privacy.* We extrapolate
from this that Australians want to know who is collecting their data, the reasons itis being
collected, and what accountability measures are operating to protect personal data
(including from data breaches and hacking).

Explaining this across all strata, communities, cohorts in Australia —in language and
culturally appropriate and safe ways —is essential; and an essential role of CDC if it is to be
accepted in the way overseas centres for disease control are recognised.

‘Data governance’ and ‘data sovereignty’ may not be well understood by all.
Communicating the difference between individual and deidentified data, how data is
collected, collated and used, the manner in which data is stored, and how data
surveillance operates would increase public awareness and acceptance of CDC functions
in disease control.

Australia’s well-publicised ‘vaccine hesitancy’ and anti-lockdown protests arose, in part,
from poor communications about safety, procedures, perception of risks, cultural and
personal beliefs, and the targeting of specific regions, locations and so-called ‘vulnerable’
cohorts.

CDC has a central role in countering misinformation campaigns. There is a wealth of
material available on campaign and strategies to counter vaccine hesitancy and
misinformation about public health measures that can be drawn upon. The leadership role
of trained health practitioners in communicating threats and responses to diseases is
highly recommended.

Studies from Covid-19 found that government websites and fact-checking can counter
misinformation, stigma and rumours; with health authorities tracking misinformation and
engaging with local communities and cohorts to debunk false and damaging
misinformation.®

AIDH does not endorse or recommend any approach to communications; however, we
assume CDC will analyse what worked effectively (and what didn’t work) during Covid-19,
adopt best practice interventions and communications actions, and collaborate with
relevant representatives of targeted priority groups to ensure cultural safety and inclusion.

4 Available at https://reporter.anu.edu.au/all-stories/trust-in-data-privacy-increases-during-pandemic
5 See for example: https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7543839/
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6. Is there anything else you would like to say about the planned data
practices of the proposed CDC?

The Covid-19 pandemic demonstrated the urgent necessity of having all Australian citizens
and residents connected to a digitally capable healthcare system, underpinned by
interoperable data standards. The disparate world-wide response to Covid-19 highlighted
the essentialness of governments, clinicians, consumers and the healthcare industry in
making available a critical mass of data.

A CSIRO report on Australia’s pandemic preparedness® noted that we face data sharing
limitations arising from varying governance models and jurisdictional interoperability.
AIDH views the recent announcement of a Health Information Exchange (HIE) as
addressing some of these problems; however, we agree with CSIRO that developing
national pandemic standards will streamline data collection and sharing.

The issue of digital health technologies and digital access should be addressed elsewhere
by the CDC. Regarding data, the AIDH supports the safe, transparent and consensual use
of all relevant deidentified healthcare data necessary for surveillance and preparation of
communicable diseases.

About AIDH

The Australasian Institute of Digital Health (AIDH) represents a diverse and growing
community of professionals at the intersection of healthcare and technology.

The Institute has more than 250 distinguished Fellows who are experts or pioneers in
digital health, and has a growing membership of professionals comprising doctors, health
informaticians, nurses, midwives, allied health, other clinicians, administrators, and
health technology business leaders.

The Institute provides objective, non-partisan, and independent advice on the use of
technology and health informatics to improve consumer outcomes and solve the most
pressing challenges facing our healthcare system.

The Institute’s unique composition and reach brings together an extraordinary network of
Australia’s leading digital health experts across the private, public and community sectors
to advance our nation’s transition to a digital health future.

8 Available at https://www.csiro.au/pandemic

AIDH - September 2024 Page | 7



