AlCH

AUSTRALASIAN INSTITUTE
OF DIGITAL HEALTH

Assessment
Framework
for mHealth

Apps

Validation

Study Report

May 2024

Prepared for

Australian Department of
Health & Aged Care

Prepared by

Australasian Institute
of Digital Health



Acknowledgements

This report and validation study have been led by the Australasian Institute of Digital Health (AIDH) as
part of the Health Peak and Advisory Bodies Program Community Grant Funding. The project is guided by
the Department of Health and Aged Care, Therapeutic Goods Administration, and academic and subject
matter leaders in informatics and digital health. Deakin University was engaged as a consultant and
provided advice to the research and testing for validation. Contributors to this work are acknowledged
below:

Assessment Framework for mHealth Apps Validation Study 2024

Project Team

B Mark Nevin, Interim CEO, AIDH

B Khaled Chakli, Director, Leadership and Advocacy, AIDH

B Greg Moran CHIA, Director, Strategy and Development, AIDH
B Paul Campbell, Project Coordinator, AIDH

Deakin - Research Guidance and Advice

B Prof. Anna Peeters, Director, Institute for Health Transformation, Deakin University, Professor of
Epidemiology and Equity in Public Health, Deakin University

B Affil. A/Prof. Paul Cooper, Senior Research Fellow, Institute for Health Transformation, Deakin
University

B Dr. Sithara Wanni Arachchige Dona, Associate Research Fellow, Maternal and Child Health, Deakin
University

B Dr. Dieu Huong Nguyen, Research Fellow, Health Economics, Deakin University

B Ms. Mary Rose Angeles, Assoc. Research Fellow, Health Economics, Deakin University

Project Advisory Committee

B Simon Cleverley, Assistant Secretary, Digital Health Branch, Department of Health and Aged Care.

B Tracey Duffy, First Assistant Secretary, Medical Devices and Product Quality Division, Therapeutic
Goods Administration.

B Prof. Farah Magrabi FAIDH, Biomedical and Health Informatics, Australian Institute of Health
Innovation, Macquarie University,

B Jen Zacny, Director Digital Strategy, Digital Health Branch, Department of Health and Aged Care.

B Tracy Cook, Assistant Director, Digital Health Branch, Digital Health Branch, Department of Health
and Aged Care.

B Leila Kalbassi, Assistant Director, Software as a Medical Device Regulation and Policy, Therapeutic
Goods Administration.

Independent Assessors

B David O’Driscoll, FAIDH CHIA - Digital Health Consultant, Queensland

Mark Brommeyer FAIDH CHIA - Senior Lecturer, Flinders University, South Australia
Majet Jayoni CHIA - Senior Data Manager, eHealth Queensland, Queensland

Venijie Diola - Information Systems Manager, AMSANT, Northern Territory

Dr. Robab Abdolkhani CHIA - Senior Researcher, RMIT, Victoria

Dr. Janice Tan CHIA - Specialist General Practitioner, New South Wales.

Dr. Sanjay Hittige CHIA, Radiology Registrar, AMA NSW Board Member, Co-Chair AMA Doctors in
Training Committee, New South Wales.

We thank all those and other stakeholders who contributed to the Study, including
the company representatives of the listed mHealth Apps within the Report.

. Page 2



Assessment Framework for mHealth Apps Validation Study 2024

Executive Summary

Purpose

Context

Requirement

The Framework

Approach and Method

Nominated Health Apps

National Safety and Quality Digital Mental Health (NSQDMH)
Standard Accreditation.

International Comparison

Appendix A - Nominated Health Apps List

Appendix B - Itemised Number of Responses per question

Appendix C - International Comparison Report

Page 3



Executive Summary

The Australian Assessment Framework for
mHealth Apps (Framework) was developed by a
joint government and non-government working
group and published by the Australian Digital
Health Agency (the Agency) in December 2022.
The Framework was developed to support the
safe and appropriate use of mHealth Apps;
contribute to the maturity of the digital health
market; and support the uptake and use of digital
solutions and tools within Australia.

The Framework recognised existing regulatory
processes and guidance information for Software
as a Medical Device (SaMD) safety, quality and
performance assessments via the Therapeutic
Goods Association (TGA), as well as the mental
health App voluntary accreditation scheme for
assessment against the National Safety and
Quality Digital in Mental Health (NSCDMH)
Standards published by the
Commission on Safety and Quality in Health
Care (ACSQHC).

Australian

The Australasian Institute of Digital Health
(AIDH) secured grant funding from the Australian
government to test and validate the Framework
through 2023. The Validation Study sought to test
and build a baseline of evidence for the Australian
mHealth Apps Assessment Framework, to
ensure the interfaces with existing regulatory
frameworks were appropriate, as well as to
highlight any areas which require further work.

The testing of the Framework, the assessment

questions, and proposed operation were the key
intent of the study.

. Assessment Framework for mHealth Apps Validation Study 2024

Acollaborativeandtargetedapproachwasapplied
to this study. The project acknowledged previous
activity and efforts of key organisations and
individuals involved in drafting the Framework.
Rather than a broad market and community led
approach, a contained targeted group of key
stakeholders from government and industry
were engaged in the project to guide and develop
an initial baseline of test results.

The AIDH leveraged the existing work, knowledge,
and expertise of researchers (Deakin University),
aswellasinvolving the AIDH’s own Fellows, digital
health and informatics professional membership,
and CHIAs -certified individuals to participate in
the testing and assessment phase. International
trends and market intelligence were provided
by ORCHA, a health App evaluation company
based in the United Kingdom and working across
the globe with a Health App Evaluation Baseline
Review.

Testing the Framework included

Selectinganominated list ofin-scope mHealth
Apps to test alignment with national health
priorities in Australia

Eight independent assessors to test the
Framework by facilitating responses from
health App developers

Collating the results and feedback from
developers and assessors

Independently reviewing the Framework and
questions through the process.

A sample of 26 mHealth Apps were chosen
for assessment, with evaluation and scoring
completed for 14 Apps. Of the remaining Apps
not scored, 11 mHealth App developers chose
not to participate and three mHealth apps were
excluded because they were no longer available
on the market (n=2) or were registered as a SaMD
(n=1).
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This study provided valuable data and insights on |
application of the Framework and key areas for
refinement and update. Overall results included:

7 Framework and assessment priority domains
were logical and comparable to other
assessment models and standards in use
internationally.

Questions within the Framework assessment
were identified as challenging to gather clear
responses and score appropriately:

B Therewasalackofdefinitionincertainareas.
Assessors and mHealth App developers
(particularly outside Australia) needed
explanation and guidance for certain
questions such as technical questions
involving Australian standards, security,
privacy, and consent requirements.

The multiple questions within questions
made it difficult to rate and provide an
overall response. This was particularly
relevant in question 2.1 on Cultural
Usability.

There was room for a lot of subjectivity
and lack of specificity in responses from
mHealth App developers and those
doing the assessment, e.g., Were health
professionals involved in the development
of the App? (Y/N).

The scoring of assessed mHealth Apps

against criteria was not consistent because
of issues highlighted with the questions
and response information.

Despite pre-engagement with most mHealth This validation StUdy will inform
App companies, developer engagement and the Options Report as well as form

participation was variable with just over 50% the Initial baseline test for the
f I icipating.
of developers participating Framework.

.




Assessment Framework for mHealth Apps Validation Study 2024

Purpose

The purpose of this document is to present the results of a validation study and associated reviews of the
Assessment Framework for mHealth Apps' (Framework). The study sought to test the Framework for its
validity to inform next steps in its practical application and implementation.

The development of a framework to assess mHealth Apps for safety, their performance and appropriate
use is an important addition to the maturity of the digital health market and the uptake and use of digital
solutions and tools within Australia.

The Framework sought to leverage best practice and evolving standards, as well as the models,
experiences, and market trends from overseas. The aim was to create a model to assess and endorse
mHealth Apps for use in Australia, particularly by health practitioners, patients, and consumers.

The Framework was published by the Australian Digital Health Agencyin December 2022. Its development
was by a joint government and non-government collaboration and guided and supported by a Steering
Committee that was chaired by Queensland Health. Key stakeholders on the committee included clinical
reference leads and consumer advisers, representatives of relevant industry peak bodies, the Australian
Therapeutic Goods Administration and jurisdictional representatives from the Commonwealth, Victoria,
Tasmania, and New South Wales.

The key objectives of the Framework were to ensure the safe and appropriate use of mHealth Apps in
Australia including to:

protect the public from harm.
assist consumers in their selection of credible mHealth Apps.

assist healthcare professionals to make informed choices when recommending or ‘prescribing’ digital
applications to their patients (in this context, prescribing refers to a clinician advising a patient to use
a particular mHealth App).

provide vendors with guidance and certainty about what is required when developing mHealth Apps.

support the integration of effective and safe mHealth Apps into clinical workflows.

The Framework recognised existing regulatory processes and guidance information for the TGA's
Software as a Medical Device (SaMD)? regulatory framework, as well as the mental health App voluntary
accreditation scheme for assessment against the National Safety and Quality Digital in Mental Health
(NSCDMH) Standards?® published by the Australian Commission on Safety and Quality in Health Care
(ACSQHCQC).

As a next step, the AIDH secured grant funding from the Australian government to test and validate the
Framework. This included testing a selected number of mHealth Apps against the Framework; providing
a comparative analysis of Australia’s Framework against internationally implemented Frameworks with
options for refinements; and developing information to inform next steps for future governance and
implementation of the Framework.

'Assessment Framework for mHealth Apps, Dec 2022, Australian Digital Health Agency. https:/www.digitalhealth.gov.au/about-us/strategies-and-plans/
assessment-framework-for-mhealth-apps

2Regulation of software based medical devices, Therapeutic Goods Association. https://www.tga.gov.au/how-we-regulate/manufacturing/medical-devices/
manufacturer-guidance-specific-types-medical-devices/regulation-software-based-medical-devices

3 Assessment to the NSQDMH Standards, Australian Commission for Safety and Quality in Health Care. https://www.safetyandquality.gov.au/standards/national-
safety-and-quality-digital-mental-health-standards/assessment-national-safety-and-quality-digital-mental-health-standards Page 6
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The Validation Study sought to test and build a baseline of evidence for the Framework, as well as
highlight any areas which require further work. The testing of the Framework, the assessment questions,
and proposed operation was the key intent of the Study. It particularly focused on strategic outcome
items 2,3, and 4 on the list provided in Table 1.

Table 1: Strategic Items for mHealth App Framework Validation

Strategic Item for mHealth App Framework Validation Study

Sharing information in relation to the mHealth Apps Assessment Framework with its
members, the wider health sector, the community, and the Australian government.

Nominating a diverse number of apps with appropriate breadth for trial against the
framework assessment, establishing a baseline and evaluating several Apps.

Providing informed and impartial advice to the Commonwealth on evidence-based
refinements to the current framework.

4 Informing options for the framework’s future implementation and next steps.

Developing educational resources for health practitioners working in the relevant part of
the health sector (including general practitioners, nurses, and allied health).

. The desired outcome of the project was to have a tested and
validated mHealth App Assessment Framework which could
be ready for adoption and implementation.

Building a baseline evidence base for testing results will inform any
requirements to refine or update the Framework, as well as provide scope and
better understanding forimplementation options and additional components
to support adoption and broader use. This would include how the Framework
would operate alongside established regulatory processes for SaMD, and the
NSCDMH Standards.
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The Framework

1. Triage - A triage process as a front-end to the process for mHealth App developers to conduct a
brief assessment to determine next steps and whether they require a more detailed assessment or
to submit for regulatory approval via the TGAs SaMD process.

2. Assessment - An assessment process which seeks additional answers to questions to gain an
assessment outcome. Dependent on the type and complexity of mHealth App and its functionality
there is a streamlined assessment and / or a more detailed assessment with up to 52 questions
on a) acceptability, b) safety and trust, c) ease of use, d) privacy and security, and e) technical
quality assurance. Assessment questions are across five (5) domains and include up to fifty-two

(52) questions. The responses are scored and reported back to the mHealth App developer before
being published.

3. Publish - Publish mHealth App information and assessment outcomes to a potential mHealth App
Library.

4. Reassess -reassessment of mHealth Apps at regular periods to ensure currency of the information
in the mHealth App Library. Indicative timeframes for reassessment are within three years or
whenever there is a major change to the mHealth App.

Diagram 1: Assessment Framework for mHealth Apps Overview (Agency 2022)'
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Figure 1: Framework overview
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Approach and Method

Approach

A collaborative and targeted approach was applied to test the Framework. The project has acknowledged
previous activity and efforts of key organisations and individuals. Rather than a broad market and
community led approach, a targeted group of key stakeholders from government and industry were
engaged in the project to guide and develop an initial baseline of test results.

The AIDH leveraged the existing work, knowledge, and expertise of researchers (Deakin University), as
well as involving AIDH’s own digital health and informatics professional membership, Fellows, and CHIA
certified individuals to participate in the testing and assessment phase.

The project was overseen by an Advisory Committee made up of representatives from the Department
of Health and Aged Care, the TGA, the Australian Institute of Health Innovation (AIHI) at Macquarie
University (NSW), and our researchers at the Institute of Health Transformation at Deakin University
(VIC).

International trends and market intelligence was provided by ORCHA * a health App assessment company
based in the United Kingdom and working across the globe. International input included feedback on the
Framework questions compared to other Frameworks used internationally, comparative assessment of
a sub-set for nominated mHealth Apps against the ORCHA Baseline Review, and input for assessment
and next steps for Framework implementation informed by international regulatory and market changes.

Method

The project employed the following methodology to test and validate the Framework:

HE Environmental scan - A high-level environmental scan of current work and activity internationally and
nationally was conducted to support the validation of the Framework. The environmental scan looked
across regions, collaborations, and initiatives regarding mHealth app assessment and regulatory
frameworks to inform an update to support the project. The scan can be used as a living document for
the project moving forward including updates as they occur.

B Design the validation study - Research partner (Deakin University) assisted the AIDH to establish a
research methodology to test the Framework. In addition, Deakin provided:

a. App Selection criteria - Advice on robust and defensible selection criteria to use for approximately
20 mHealth Apps to be evaluated.

b. Comparison of Framework/s - Conducted a rapid desktop comparison of the Australian Framework
with other prominent national and international frameworks. Comparisons included identifying
why differences exist in assessment outcomes, and consideration of Domains, subdomains, hurdle
requirements, proposed measurement items, rating approaches.

c. Assessment measure review - Assessed the feasibility of the Framework for reliable validation
through multi-rater assessment of the usability and suitability of the assessment measures on the
selected Apps. Each measure was assessed for (i) feasibility of use of the recommended validation
approach; (ii) further detail required to allow use of the recommended validation approach; (iii)
potential issues associated with the recommended validation approach.

B Prepare fortesting - Established the process and people to test the Framework assessment against
a list of nominated mHealth Apps. A group of independent people were asked to assess selected
mHealth Apps against the Framework with instructions and guidance. It included:

a. Alist of nominated mHealth Apps - 26 nominated mHealth Apps selected for testing. The mHealth
Apps were aligned to the national health priorities, in scope mHealth Apps used in medical and
clinical care, able to be downloaded and used in Australia..

* https://orchahealth.com/ Page 9



b. Engagement  with mHealth  App
developers - to confirm their interest
in engaging with the assessment and
testing process. Onboarding and
preparing mHealth App developers ready
for a study.

c. A draft testing process, scoring system
templates, and supporting information -
formHealth App developers, independent
assessors etc. to assist in the process.
The study aligned to the 18 triage and 52
validation criteria.

d. Identifying and onboarding independent
assessors (with health sector and digital
health knowledge) who were allocated
several nominated mHealth Apps to
test. Independent assessors provided
external and industry perspectives on the
testing process, its values, and options
on implementation.

e. An orientation session for independent
assessors - to run through the process,
assessment scoring test, and collection
of additional information - or where to go
when additional information is required.

B Conduct the Study - Testing - Conducted

over a 4-6-week period on nominated
mHealth Apps with independent assessors.
Assessors went through a process to
complete testing and assessment scoring
sheets for their allocated Apps in partnership
with mHealth App developers and returned
results for study collation and assessment.
Independent assessors captured any
observations, gaps, orareas forimprovement
as the testing process was applied (from
their perspective). AIDH coordinated and
supported assessors for any additional
engagement with mHealth App developers to
manage engagement with industry partners.

A small sample of mHealth Apps
underwent assessment by an
additional independent assessor to
provide additional rigor and external
validity to this study.

Assessment Framework for mHealth Apps Validation Study 2024

H Collate and Evaluate Results - AIDH .

collated the results from independent
assessments and synthesised insights

and feedback. Deakin University provided
research consultancy oversight and advised
through this phase. Key activities included:

a. Collating the testing results.

b. Evaluating results and identifying areas
which work, any gaps, and suggestions
for improvement (if any).

c. Incorporatingindustryanalysisinformation
to support comparative analysis from
other Frameworks internationally.

d. Drafting and finalising the Validation
Study Report:

i. Writing up results.

i. Insights on the feasibility of

implementing the Australian
Framework.
iii. Comparative analysis: Results of

applying Australia’s framework to
results of an international framework.

iv. Proposed Framework refinements.

Deliver Options Report - Drafting and
finalising the AIDH Australian mHealth Apps
Assessment Framework Options Report
(Options Report) to provide the outcomes
of the validation study and options for next
steps Includes:

a. Compiling all other analyses and results
into afinal report evaluating the Australian
Framework.

b. Discussion to inform options for the
Framework’s future use.

c. Options on an operating model (i.e.:
feasibility for implementation).

Note - The Advisory Committee provided
oversight for the project, including governance
and management of modifications including
testing methodology, project personnel, and
stakeholder involvement as required.
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Selection of Nominated mHealth Apps for Testing the Framework
Alist of 26 nominated mHealth Apps were selected to be tested through the Framework assessment. The
selection of the nominated mHealth Apps for testing were determined with these criteria:

1. aligned to national health priorities,

2. in scope mHealth Apps used in medical and clinical care, and

3. commonly used and downloaded within Australia.

Deakin University reviewed the process for selecting the nominated mHealth Apps, confirmed the initial
criteria and added more information and context to the criteria for selection. The criteria are presented
in Table 2 below.

Table 2: Recommended selection criteria

n Selection criteria

Intended purpose and use
of the app meets defined This was reported across the literature and outlined in the
inclusion criteria (e.g., health/ | Australian Framework.

welfare related)

Rationale for inclusion

This was reported across the literature and outlined in the
mHealth Framework. (The time varies across the literature and
within 18 months as per mHealth framework).

Regularity of updates of the
app

App-related statistics reported in the ‘Similarweb’, a web
analytics, web traffic and performance include global or
country-specific ranking of the app, usage ranking based on

Availability of ranki
vailability of ranking downloads/installs, and app store ranking.

statistics of the apps*
* This criterion was based on ‘Similarweb’ and would be suitable to choose a

set of apps, but not for individual selection of apps as the statistics for most
apps are not yet available in this platform (as shown in Box 1).

, . , This was outlined in the mHealth Framework and is consistent
Associated with the Australian | | . . .
4 . .. with some localisation intent found in the literature although
national health priority areas . .. L
nothing was explicit around such a criterion.

Exclusion from other
5 | regulatory processes (such
as the TGA in Australia)

his was outlined in the Australian Framework and is consistent
with alignment to regulatory frameworks found in the literature.

This was outlined in the mHealth Framework and is consistent
with some support for broad accessibility (to reduce potential
for digital divides) although nothing was found in the literature
to be explicit around inclusion of such a criterion.

6 | Support for priority languages

This was reported across the literature as a measure of
accessibility and was also outlined in the mHealth framework.
However, the framework also referenced mHealth non-native
web apps, and these have not been as extensively studied in
the literature.

Availability in Google or Apple
Store

Page 11



List of Nominated mHealth Apps
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Atotal of 26 mHealth Apps were selected for assessment. Table 3 provides a brieflist of the mHealth Apps,
categories, and description. A detailed list of mHealth Apps chosen for assessment and their criteria for
selection is included in Appendix A as detailed by Deakin University.

Through testing, two Apps were found to be off the market or not updated by the developerforan extended
period of time and were therefore, excluded from testing. One App was confirmed as SaMD through the

Triage process.

It is anticipated that some developers may want their App approved by the TGA, but also included in a

potential App library.

Table 3: Brief description of list mHealth Apps for testing

National Available
Health mHealth App Brief Description Category and used
Priority Area in AUS
Manage my Pain Pain tracker and management for Clinical: clinician &
1 . . " Yes
L AKA Managing Life | arthritis. consumer
Arthritis Treatment and tof Clinical: clinician &
5 Arthritis Tracker rea 'rr.1en and management o inical: clinician Yes
arthritis for 13-25 year olds. consumer
Resources and information to .
. , . Educational.
3 Kiss My Asthma support asthma first aid and what , Yes
(Asthma Australia)
to do.
Culturally appropriate approach to
Asthma four common respiratory conditions,
. Bronchiolitis, Pneumonia, Chronic .
4 Lung Health 4 Kids , , Educational Yes
Suppurative Lung Disease/
Bronchiectasis, and Asthma through
story telling.
Clinical; clinician &
5 CancerAid Personalised journey cancer App. n nict Yes
consumer
Cancer SaMD: clinician &
aMD: clinician
6 Scanoma Diagnostic mole checker. Yes
consumer
2 Aus CVD Risk CVD Risk calculator with advice on Clinical: clinician & Yes
: Calculator how to reduce risk. consumer
Cardiovacular Provide ability for instant heart rat
rovi ili rinstan rtr
8 Heart Rate Monitor ovige ablifytorinstant heart rate Health & Fitness Yes
measurement.
9 CareMonitor Care r.)lan.ning for patients with Clinical: clinician & Yes
COVID-19 / chronic diseases. consumer
10 COPD Inca Care Plan.ning for patients with Clinical; clinician & Ves
chronic diseases. consumer
Clinical;carer &/o
1 Vera Dementia treatment through music. n =l Yes
consumer
Dementia Games and challenges for exercisin Educational
12 BrainTrack . & & (Dementia Yes
the brain. .
Australia); consumer
Gl itor - subsidised f
Freestyle Librelink ucose monl (_)Y, su ,SI secior Clinical; clinician &
13 all Australians living with type 1 Yes
) -AU . consumer
Diabetes diabetes.
Clinical; clinician
14 mySugr Diabetes management App. ' Yes
ySug I & PP and consumer
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National
Health Priority
Area

mHealth App

Assessment Framework for mHealth Apps Validation Study 2024

Brief Description

Health promotion and disease

Category

Available
and used
in AUS

15 Health& Educational; consumer Yes
management.
Injury prevention | REPS Recover Post stroke recover
16 jury prevent . very . very Clinical; clinician only Yes
and control Exercises exercises.
Post-stroke exercise Clinical; clinician &
17 Physio Network , . Yes
programs guided by videos. consumer
Manage thoughts and feelings | Educational; No - not
18 iBobbly (Aboriginal and Torres Strait indigenous consumer currently.
Islander-focused). only Not tested.
Mental Health Resources for carers to guide
Mental Health , : g Educational; patient
19 Resources 4 and support dealing with carers onl Yes
Carers (MHR4C) | loved ones with mental health. y
Personalised plan and support | Educational; consumer
20 Beyond Now 'p' , PP . Yes
access for suicide feelings. & clinician
Educational. (The
Database of food items to George lnstit(ute
21 FoodSwitch allow consumers to make & Yes
b hoi of Global Health):
Obesity etter choices. consumer
Calorie Counter
22 i Diet and meal tracker. Educational: consumer Yes
& Diet Tracker
Integrated app to support Clinical; clinician &
23 Pregnancy Eve g o = Yes
pregnant mothers. consumer
Remote vitals monitorin Clinical; clinician &
24 | Chronic Disease | Healthbeats Vi toring ! it Yes
platform. consumer
Guide and discussion points Educational. Royal Yes - Not
Advance Care | Advance Care . ) P Childrens Hospital - updated for
25 . . to support families with e _
Planning Planning App , Melbourne); clinician & | five years.
advance care planning.
consumer Not tested.
. Connects all clinicians in a L
Clinical Baret (Based on o Communication:
26 facility to exchange secure Yes

Communications

MS Teams)

messages and photos.

clinician only

Two Health Apps (highlighted) were not tested becaue they were found to be off the market or not updated by
the developer for an extended period of time.
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Eight independent assessors were selected for Framework testing including one member of the AIDH

project team leading this study. Each assessor was given 3-4 mHealth Apps to test. An overview was
provided with weekly check-in meetings to coordinate and work through shared experiences and

questions on the process.

Testers, listed below, were selected from the AIDH membership and the broader digital health network.

Testers were specifically selected and individually approach for their knowledge in digital health,

as well as their background, diversity, location, and potential to bring different
perspectives to the study.

B David O’Driscoll, FAIDH (Fellow of AIDH
/ CHIA) Digital Health Consultant -
Queensland.

B Mark Brommeyer FAIDH (Fellow of AIDH /
CHIA), University Lecturer / Digital Health
Consultant - South Australia.

B Mayet Jaloni - Senior Business Analyst,
eHealth QLD (CHIA) - Queensland.

B Venjie Diola - Information Systems Manager,
AMSANT (previous Hacking Health winner) -
Northern Territory

B Dr Robab Abdolkhani, Senior Researcher,
RMIT (CHIA) - Victoria.

B DrlJanice Tan - specialist GP, Creative Career
in Medicine member, (CHIA) - New South
Wales.

B Dr Sanjay Hittige, Radiology Registrar, AMA
NSW Board Member, Co-Chair AMA Doctors
in Training Committee, (CHIA) - New South
Wales.

B Greg Moran, Director Strategy and
Development, AIDH (Project Lead + CHIA) -
New South Wales.

Additionally, Paul Campbell, Project Coordinator
AIDH provided engagement and industry
support in linking with mHealth App developers
through the process, as well as assisting
independent assessors with their activities.

Testing was completed in three phases which
included:

B Initial pass with triage and additional publicly
accessible information from the internet or
within the App.

B mHealth App developers answering the
questions in writing (preferable).

B Follow-up for clarifications or additional
information.
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Results of testing included the raw numbers from testing, quantitative and qualitative data on the
assessment process, results against individual mHealth Apps, alignment to other processes, feedback
from mHealth App developers, and independent feedback for the assessors themselves using the
process. (Appendix B - Itemised Number of Responses per question) These areas are detailed further

below:
JN I

The Numbers

The high-level numbers and results of the testing include: .

26 mHealth Apps selected for testing.

Of those 26 mHealth Apps - they were categorised as 14 clinical, 10 consumer education, three other
(for example: ‘health and fitness’).

Two mHealth Apps could not be tested - iBobbly and Advanced Care Planning RCH.

Eight independent assessors evaluated 3-4 mHealth Apps each (Due to concerns from mHealth App
developers about additional time commitment, retesting of Apps with different assessors was not
implemented).

Deakin University additionally (and experimentally) provided the results of ChatGPT™ Al augmentation
to demonstrate the potential of the technology as well as to create an extra assessment result. Deakin
University provided the full prompt and output to enable further investigation of the approach should
that be desired.

One mHealth App was identified as SaMD during the Triage Stage of the assessment process and was
therefore not required to go through the Framework assessment. Other Apps in the list may require
regulatory approval by the TGA given their intended purpose may be for medical purposes, and as part
of their functionality, collect data to produce trend lines and calculations which may render the app a
decision tool.

Ofthe 14 Apps, 13 (subset) were tested with the ORCHA Baseline Assessment for comparative results,
three of which failed the ORCHA required minimum base line score (Sacoma, Heart Rate Monitor and
Vera).

The Assessment Process

Testing the application of the Framework assessment included a three-step process of 1) triage, 2)
completing assessment detail with health App developers, and 3) follow-up with health App developers
for clarification and additional information. Details are described for each pass below:

Triage process - an initial pass of the allocated mHealth Apps was conducted by each assessor to
determine what information was available within the App itself, as well as online to inform triage and
eligibility for assessment. The process also provided an appreciation of the effort required to answer the
questions, as well as initial different people’s understanding and interpretation of what was being asked

26 mHealth Apps triaged.

Two mHealth Apps eliminated at triage because a) not in use / replaced, or b) not current but still on
the market with no update for 5 years.

One mHealth App, during the Triage Stage, was foundto be a TGA approved SaMD, and forthe purposes
of this study, was not further assessment under the Australian Framework .5

5 Some apps may wish to be part of the library and may therefore seek assessment under the Australian Framework in addition to gaining
SaMD regulatory approval by the TGA. Page 15
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Full assessment - Individual assessors contacted mHealth App developers to work through detailed
questions in full assessment. This was a facilitated approach rather than just providing documents to the
mHealth developer to complete. There was a varied level of response and feedback from mHealth App
developers to complete the information. Data was gathered through written question responses and
feedback and/or an interview with the mHealth App developer.

25 mHealth Apps were fully assessed under the Framework.

14 mHealth Apps were assessed using information from the mHealth App developer and information
available from the app or web site.

11 mHealth Apps were assessed using only the relevant information available from the app or web site
because App developers provided little to no response to requests for information.

Three mHealth Apps were deemed to be “not passed” with assessment and available information
through testing.

Lack of clarity regarding the Apps cultural safety and co-design created difficulty for independent
assessors in evaluating if an mHealth App was culturally safe or developed using co-design when
completing the initial pass for information. Most mHealth App assessments required further
information in this area from mHealth developers.

Several questions were difficult to answer, including questions within questions, and one also which

Follow-up - follow-up questions and clarifications were made with select mHealth App developers to
clarify information on responses, or where statements did not fully answer the question. This was seen
as an important part of the assessment for those mHealth App developers that did participate in project.

could be interpreted as subjective.

The logic of the process was sought to match the Framework, with the

facilitated approach incorporated to assist mHealth App developers to
engage and work through the questions. Generally, this was amenable
to participants. Feedback from developers who chose not to participate
stated that the value of participation was unclear to them. This will need
to be factored into future testing or broader implementation of the

Framework.
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Results of the assessment of the selected mHealth Apps identified that of the 26 listed mHealth Apps
none could be completed as a full assessment. This was mainly due to the challenges of working through
several of the key questions (which may require revision) to get more definitive data. See Table 4 below:

Table 4: High-level assessment results for listed Apps

10

1

12

13

14

mHealth App

Manage my Pain AKA
Managing Life

Arthritis Tracker

Kiss My Asthma

Lung Health 4 Kids

CancerAid

Scanoma

CVD Calculator

Heart Rate Monitor

CareMonitor

Inca

Vera

BrainTrack

Freestyle Librelink - AU

mySugr

Not
completed

Not
completed

Not
completed

Completed

Completed

SaMD
approved

Completed

Not
completed

Mostly
completed

Not
completed

Completed

Not
completed

Completed

Completed

Assessment

Completed
(Y/N)

Yes

Yes

No

Yes

Yes

Yes

Yes

No

No

No

Yes

Yes

Yes

Yes

Reason

Not enough detail re cultural accessibility
question. Canadian app and not enough
detail on addressing population groups in
Australia.

Overseas app (UK) - safety and
transparency re data not completed.

Taken off the market by Asthma Australia

Developer interviewed by Assessor
Developer responded in writing.

Identified through triage stage. Assessment
worked through with developer as an
exercise.

Only a web site and mainly for cardiologists

Developer did not respond to invitation.
Only online and App information used.

Developer declined invitation to contribute
(limited availability). Only online and App
information used

Developer responded to invitation but did
not respond to questions. Only online and
App information used.

Being developed by adding more features

Not enough detail re cultural accessibility
question. The app is generic in nature and
not focused on unique population groups.
Developer response.

May not be useful as a clinical tool

Overseas and assessed by downloading the app
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15

16

17

18

19

20

21

22

23

24

25

26

mHealth App

Health&

REPS Recovery
Exercises

Physio Network

iBobbly

Mental Health
Resources 4
Carers (MHR4C)

Beyond Now -
Suicide prevention

FoodSwitch

Calorie Counter &
Diet Tracker

Eve

Healthbeats

Advanced Care
Planning App

Baret

Not completed

Not completed

Not completed

Removed

Did not pass
assessment

Not completed
(eMHPrac listed)

Did not pass
assessment

Did not pass
assessment

Completed

Not completed

Not completed

Completed

Assessment Framework for mHealth Apps Validation Study 2024

Assessment

Completed
(Y/N)

No

No

No

No

Yes

No

Yes

Yes

Yes

No

No

Yes

Reason

App still in beta testing

Overseas (UK) app and no access
to Australian version (if available) or
response from developer

Based on web site because it requires
registration to receive the clinical
treatment planed

Indigenous mental health app withdrawn
from distribution and use

Online resources for carers of people
with mental health issues. Now the web
site “account is suspended”

Developer did not respond to invitation.
Only online and App information used.

Too many “no” answers to critical
questions

Too many “no” answers to critical
questions

Developer helpful

Developer did not respond to invitation.
Only online and App information used.

Prepared by clinicians for terminally ill
children

Able to discuss the questions with
developer

The Framework needs to work in alignment with other regulatory and accreditation processes including
SaMD and NMSQHDH standards. There were several mHealth Apps that touched on these processes

through the testing. These are discussed below:

Software as a Medical Device (SaMD) - TGA®

Scanoma ARTG ID 323073 - approved software as a medical device. Excluded from our assessment.
Not stated on the App itself or website, but ARTG can be found through an internet search.

6 See appendix A for apps possibly in scope for assessment by the TGA
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HealthBeats, Freestyle LibreLink - AU, CVD Calculator, were not found underthe ARTG, so therefore
further information was sought to determine whether they should be referred to that process or come
under the Framework assessment. These mHealth Apps highlighted interesting points when applying
the Framework:

B Observations that several of the Apps present indications that could come under the definition of
a SaMD. This is because of the way the App may capture and provide data that potentially could be
used for clinical decisions as per the TGA medical device definition.

B The TGA definition of SaMD has been updated and can be found under “requirements for system
or procedure packs in the Regulations”.”®

B The triage and assessment process highlighted these as potential for review and inclusion which

could be beneficial in operation.
N

SAPETY s OO

~ e
Accredited ompliance
with NSQDMH Standards

Three mHealth Apps qualified to be in scope for the Accreditation Standard.
These included BrainTrack, Beyond Now, and Mental Health Resources 4 Carers.

Beyond Now is included in the accreditation list BrainTrack which is a Dementia Australia App and is
not recognised specifically on the endorsed directory list.®

No publicly available evidence could be found on the accredited badge or information supplied by
the other mHealth App developers. Some of this could be explained by the mHealth Apps on the
accreditation list being released before the Standard and hence not applied.

A follow-up with the ACSQHC and the eMHPrac website found that these mHealth Apps were not
accredited, as the process of accreditation is not mandated, and is voluntary.

Health App Developer engagement

Health App developers were engaged early in the project and at various times later as additional mHealth
Apps were added to the selected list for assessment against the Framework. There was varied interest
and response to the assessment from an industry point of view.

Some mHealth App developers were willing to engage with a process that would provide a consistent
standard for mHealth Apps on the market. They see the Framework as providing national consistency in
the acceptance and adoption of mHealth Apps, and how that contributes to an evolution and maturity in
the market.

Other mHealth App developers were less engaged and may have provided some initial information but
did not engage to complete information or follow up requests from independent assessors. This was
particularly related to mHealth App developers based overseas who were focused on multiple markets,
not just Australia.

Some key points highlighted in the mHealth App developer engagement were:

7 How the TGA regulates software - based medical devices https://www.tga.gov.au/resources/resource/guidance/update-medical-device-definitions-and-
requirements-system-or-procedure-packs

8 https://www.tga.gov.au/sites/default/files/regulatory-changes-software-based-medical-devices.pdf
° Our e-Mental Health Directory, e-Mental Health in Practice, eMHPrac https://www.emhprac.org.au/directory/ Page 19



B mHealth App developers are
looking for better guidance
and clarity to answer the
questions for assessment.
Questions are aligned to
similar ones posed overseas
but are more open ended.
Definitions need to clearer,
particularly from industry
based overseas.

Assessment Framework for mHealth Apps Validation Study 2024

mHealth App developers are looking
for consistency in a set standard for
endorsing and approving mHealth
Apps for health service use. At

present there are many versions
of security assessments, privacy
assessments, and other assessment
processes that health services and
clinics request be completed for
due diligence, which can create
significant business overhead.

B Some mHealth App developers indicated that
an assessment framework that endorses and
approves mHealth Apps for safe use would be
beneficial for their business.
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Deakin University researchers conducted a separate review of the Framework and questions prior to
and whilst the Framework was being tested. The original intent was to inform the testing process, but the
review can be read in isolation to compare against results of the testing. Deakin University researchers
also proposed suggestions and considerations for repositioning and rephrasing the questions. The
Understanding and improving health apps in Australia included options to:

Revise the assessment criteria to provide more clarity and instructions where necessary, as reported
in Tables 1and 2.

Provide pre-assessment training for the assessors so that they understand the criteria better and
highlighting the need for understanding and guidance information for the Framework and its questions.

Revise questions which are subjective in nature. Providing objective measures reduces bias in
assessment.

Suggestions for rephrasing or detailing assessment questions further can be used to inform refinements
and updates to the Framework. These will be covered in the Options Report to be delivered as a follow-up
to this study.

ORCHA provided the report, Understanding and improving health apps in Australia (ORCHA Report) on
the Australian Framework comparable to their own ORCHA Baseline Review which assesses mHealth
Apps internationally.

The ORCHA Report highlighted that there is significant overlap with the UK Baseline Review, however
there are considerable gaps when the Australian mHealth Assessment Framework is compared to the
UK National Health Service (NHS) Digital Technology Assessment Criteria (DTAC). The ORCHA Report
covers a detailed discussion on these themes and provides a series of observations regarding the
proposed operational model. These include:

It is important to clarify which mHealth Apps are to be excluded from validation by the Australian
Framework, because other entities like the TGA, have a separate but complimentary validation process.

It is worth noting that whilst the ISO 82304-2 standard has been published, there is currently not an
official organisation carrying out assessments or providing labelling. This is not expected until 2024.
However, it would be useful for App developers to comply with this standard to demonstrate state of
the art safety principles.

It should be noted that the exclusion criteria stipulated by the Australian Framework could create the
perception of a fragmented approach to digital health assessment.

Overall, the Australian Framework covers 57 of 248 (23.0%) Baseline Review criteria. Note that this
(and the below figures) includes the criteria that are indicated as ‘potential future measures’ in the
Australian Framework documentation.

The Australian Framework requires developers to respond to the questions. Questions are then
validated and scored by App assessors. This is a key difference to the Baseline Review, where the App
assessors use publicly available information, without the need for developer input.

The criteriathat are included in both the UKand the Australian Frameworks cover the following themes:
a) Product information (App name, App developer, last update, version number, language availability,
etc.) b) App focus/ claimed benefits, and c) Inclusion of advertisements. Page 21
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The criteria included in the Baseline Review and not covered by the Australian Framework relate to the
following themes: a) Whether the App is completely free. b) How the App is funded - whether this be
in-App purchases, paid at the point of download, a subscription basis, or access via prescription from
a healthcare professional. (- note that this is a key filter term for the ORCHA libraries, allowing users to
search for products which meet their needs).

Similarly, a sub-set of eleven Apps were subjected to the ORCHA Baseline Review. Results are contained
in Appendix C

Areas identified in the International Comparison particularly around operation of the Australian
Framework, model, and process will be discussed further in the follow-up Options Report.
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Independent assessors provided a range of qualitative feedback on the process and the questions
included in the Framework assessment process. A sample of unattributed quotes from independent
assessor reflections on the process of facilitating assessments are provided below:

The Framework assessment process:

“Triage and full assessment process makes sense. The triage questions were appropriate to give an
overall understanding of the App and next steps.”

“The assessment questions were difficult in certain parts. Questions within questions. Some require
additional definition or explanation. Hard to validate certain answers.”

“There is inconsistency in information provided within Apps and on websites to cross check and validate
information required.”

“Framework domain areas make sense and are appropriate. Questions were a little difficult to work
through.”

“Framework would benefit from some guidance material and how use from an assessor or a health App

developer point of view.”
“According to the developer, the content on the app is directly

provided by the client - Asthma Australia and/or their medical
team. Response is subjective in nature.”

Question Set:

“Doesn’t specify where the data is stored; under the Terms of Use it specifies Bulgaria (EU). Could not
confirm with health App developer.”

“Last update was made in 2018? Question on the currency of the App in the market.”

“According to the developer, there were internal security protocols and policies firmly in place. Response
subjective in nature.”

“Re consent: Not applicable: the app is not complex at all and there is no consent necessary.”

“Re: Australian government Information Security Standards. | presume so as it is endorsed by the
Australian Health Department.”

“Complies with ISO 26001/2022 for managing information security.”

“Re: alerts for user or health practitioner. Would it be better to divide this question for consumers and
healthcare professionals. Some apps are only used for self-management and may provide notification to
the consumer but not necessarily to the clinician.”

Page 23



General commentary:

“It is unclear how such an assessment will be used. The
Framework suggests that this information can be used to guide
others in assessing the risk of tools. However, responding to
such an assessment framework (if done properly) is a time-
consuming task for the software vendor. Any assessment, if
done properly, is also a time-consuming process.

There is a danger that this framework may be used to create
‘registers’ on a jurisdictional basis. While this provides
advantages to those jurisdictions, it also has the potential to

result in:

Repeated effort on the part of respondents for each

jurisdictional assessment
B Duplicated effort by each jurisdiction.

B Thelikelihoodthatsubjective assessmentofthe responses
could lead to different assessments across jurisdictions

and resulting confusion in the marketplace.

B Asingle national register based on better quality questions
and clearly articulated assessment guidelines is likely to
give the optimal outcome for all parties with a minimum of
effort.”
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The Validation Study provided initial baseline forassessment of the mHealth App Assessment Framework.
The Study found:

The Framework domains were comparable to others internationally and are recognised areas of
assessment and rating of mHealth Apps. The application and questions within the Framework require
some revision and refinement.

Breadth of questions and/or simplicity of answers - several questions were found to be broad in
nature, or responses over simplified. For example, the cultural safety question and how relates with
Aboriginal and Torres Strait Islander requirements has 153 words. It is broad in nature and has many
questions within questions. Breaking apart these questions further would assist in the understanding
of the question and providing the relevant information. The question on Consent and user Security
also has eight sub questions only allowing a single answer.

There are examples of open-ended questions asking the app developer for an opinion such as “is the
app suitable for the intended use ...”

Additionally, questions that were related to co-design and involvement of health professionals were quite

simple in nature in only requiring a Yes or No answer. It was suggested by some assessors that this should
be further qualified within the question set and not demoted to a simple answer and a potential checkbox.
As well, evidence should be provided about the extent of their involvement.

Guidance and definitions - the mHealth Framework in its current form
should act as guidance information for any mHealth app developer
implementing a new mHealth app. Through the process of evaluating the
Framework we have discovered there is a lack of clarity in some definitions
that may need more explanation. For example, a definition of ISO/TS
82034-2:2021 Health Software Part 2: Health and Wellness Apps - Quality
and Reliability Standards.

Timing of asking questions - some mHealth app developers provided
commentary that they could not answer certain questions because
of where they were in the development process. It is unclear in the
Framework when certain questions need to be answered in the life cycle
of the mHealth app, and the related guidance information to support.

Other areas will be highlighted and expanded upon in the Options Report
including application of the Framework, operation model, and areas for
Framework revision and update.
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Appendix A - Nominated Health Apps List

Is the app
Do they meet the eligibility for mHealth a priority to
Further detail to Framework assessment? assess? Does the App support broad
Does app determine if excluded T
=Y accessibility?
support the from the TGA ‘/ es \/ =Yes
Chosenapps| Australian | regulatory process®" =No) - No) Availability of
(Candidate) | National health (i.e., eligible for app statistics
priority areas? | mHealth framework Regularly in ‘Similarweb’
Vv =Yes CEEEEEIETY) Clearlybe | atedand | Within scope L in the Apple
identifiable . . \ In a priority | App store or
‘/= Yes by name and maintained | of intended language Google Play
\ (within 18 use
version store
months)
M Free No data
Ma";"g,e download available for
A yh ?'.n (Arthritis) (Version (5 days) (Manage the | (In English) (Google and with In-app Australia/
(Arthritis) 410.2512) condition) Apple store) | purchases usage rank
($6.49 298 in the US
monthly for medical
subscription) category

©The Triage Stage may identify the app as a SaMD if it is unclear whether the app advises the consumer to take action, or only advises the clinician to review the data.

"1f an app is for tracking/monitoring a condition and associated symptoms, as a ‘serious condition), it is a medical device, and will not be excluded. ‘Serious’ is defined
in https://www.tga.gov.au/sites/default/files/regulatory-changes-software-based-medical-devices.pdf Page 26
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Is the app
Do they meet the eligibility for mHealth a priority to
Further detail to Framework assessment? assess? Does the Apb subbort
Does app determine if excluded / broad PP 'b":l)'p o
support the from the TGA U f =Yes roadaceessbily
Chosenapps| Australian | regulatory process®" =No) Availability of
(Candidate) | National health | (e, eligible for =Noj app statistics in
priority areas? | mHealth framework ‘Similarweb’
Clearly be Regularly In the Apple
Vv =Yes assessment) ey updated and | Within scope o PP
identifiable . . In a priority | App store or
v =VYes maintained | of intended Cost
by nhame and e language Google Play
) (within18 use
version store
months)

Arthritis @) Free app | No data available
Track.e.r (Arthritis) (Version (2 weeks) (Manage the | (In English) (Google and for Australia/
(Arthritis) o usage rank 1063

2.0.5) condition) Apple store) i the UK
in the in
Health & Fitness
category
Kiss ?)* X Free app | No data available
mZA?thma (Asthma) (Version11.0)| (4years) | (Managethe | (InEnglish) | (Google and
(Asthma) condition) Apple store)
CancerAid Free app | No data available
(Cancer) (Cancer) (Version (7 months) | (Managethe | (In English) (Google and
1.24.0) condition) Apple store)
Scanoma X Free app | No data available
mole check (Cancer) (Version (4 months) (Manage the (In English) (Google and for Australia/
dermatology diti Abpl usage rank 480
(Cancen) 1.0.47) condition) pple store) in the US for
medical category
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Is th
Do they meet the eligibility for a‘: :ioeri:;:)o
Further detail to
Ner mHealth Framework assessment? assess? Does the App support
Does app determine if excluded / broad accessibility?
support the from the TGA =Yes Vv =Yes tyt
Chosen apps Australian regulatory process'™o" =No) =No) Availability of
(Candidate) national health (i.e., eligible for app statistics in
priority areas? | mHealth framework Regularly ‘Similarweb’
assessment) Clearly be Within In the Apple
Vv =Yes A updated and .
identifiable . s scope of In a priority | App store or
v =Yes maintained | .
by name and (within 18 intended language Google Play
version use store
months)
CVD Calculator X X X Free web No data
(Cardiovasculan) | (cardiovasculan (Web-based | (No (Risk | (InEnglish) | (Notavailable available
& no version | information | calculator) in Google or
number) available) Apple store)

Heart Rate Freeapp | Usage rank 303
c Z/!omtor | (Cardiovascular) (No version | (16 months) | (monitoring) | (In English) (Onlyin l—:n tnﬁ lL:Jf for
(Cardiovascular) number) Google app ea itness

store) category
CareMonitor ? X Free app No data
écqg_?é (Calr;_bf “Shed for (Version10.0) | (1 month) | (Managethe | (InEnglish) | (Web-based available
oVt ) mllc;rl?d?ticor::nlc condition) & Google and
’ Apple st
including COPD) pple store)
Inca ? X X Not free No data
(Clinical records) (Web-based (No (Patient (In English) | (Not available (cost is not available
& no version | information care) in Google or report'ed?/
number) available) Apple app free.tnal IS
store) available.
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T Isthe a
Further detail Do they meet the eligibility for a priori tg'() f o
G 2
oA to| d:t:r;mne I:.. mHealth Framework assessment? assess? B e sl
support the e)'(;:GuA e :Om the /: Yes /_ Y accessibility?
Australian regulatory _ SV Availability of
Chosen apps rocess™®! (i.e =No) wy
: ional health | P o =No) app statistics
(Candldate) national hea . .
. eligible for mHealth in ‘Similarweb’
priority areas? p K Regularly in ‘Simi
Ll Clearly be " In the Apple
v =Yes assessment) identifiable updated and | Within scope In a priority | App store or
v e by name and maintained | of intended language Google Pla
=Yes y nam (within 18 use e e
version store
months)
Vera' ? Free app No data
(Dementia) | pementia) (Version (1day) | (Managethe | (InEnglish) | (Google and available
2.0.21) condition) Apple store)
BrainTrack™ ? Free app No data
(Dementia) (Dementia) (Version 1.1.4) (4 days) (Improve (In English) (Google and available
health) Apple store)
Freestyle x Free app Usage rank
L'brildnk (Diabetes) (Version 2.8.1) | (9 months) (Manage the | (In English, | (Google and 6?3 n t?ﬁ UIS
(Di;betes) condition) Arabic) Apple store) ?:;rtY;?gollfcya
mySugr X Free download Usage rank
(Diabetes) (Diabetes) (Version (2 days) (Manage the | (In English, | (Google and with in-app 35in the_ us
3.83.62) condition) Arabic) Apple store) purchases for medical
($4.49-62.99 per category
month

1213 More information is required about any therapeutic claims made by this app which can affect its exclusion from TGA regulation.
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S Is the app
Further detail |l?|o tlr;:);: meet the kellglblllty fort? e brorty o
Does app to determine if mriea LCLL L S S L assess? Does the App support
supportthe | excludedfrom the Vv =Yes . broad accessibility?
Australian TGA regulatory = No) Availability of
Chosen apps national process™®" (i.e., =No) app statistics
(Candidate) | health priority | eligible for mHealth — in ‘Similarweb’
areast framework e dagted a)r,\d Within scope LA
Vv =Yes CECEETEI) identifiable | P02 : P | Inapriority | App storeor
by name and Ll Ll language Google Pla
y nam (within 18 use Buag gle Flay
version store
months)
REPS Free app No data
Recoyery (Injury (No version (3 months) (Improve (In English) (Onlyin available
Exercises™ .
Ini prevention number) health) Google app
( njury and control) store)
prevention
and control)
Health& X X X Free try No data
(Injury 1 (Not specific (Web-based (No (Managethe | (InEnglish) | (Notavailable | available | available
prevention to Injury & noversion | information condition) in Google or (actual
and control) prevention number) available) Apple app cost !S not
and control) store) provided)
Physio Free app No data
Setworkr:] (Injury (Version (1 month) (Patient care) (In English) (Google and available
Resgarc prevention 3.3.9.959) Apple store)
ev'lews and control)
(Injury
prevention
and control)
' More information is required about any therapeutic claims made by this app which can affect its exclusion from TGA regulation. Page 30
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A Is the app
Further detail ﬁo 1::::;; meet the kellglblllty fort? Sbriority o
Does a to determine if miiea ramework assessmen assess? Does the App support broad
suppo rtFt)lﬁe excluded from the Vv =Yes s accessibility?
=Yes
Australi TGA regulatory =No) Availability of
Chosen apps ustralian rocessom (| e = NO) 0
. national heatth | P = app statistics
(C ddt) ational healt 01
andidate, . . eligible for mHealth in ‘Simil b’
priority areas? Regularl In "Similarwe
framework Clearly be egularly In the Apple
Vv = ) y updated and | Within scope PP
=Yes L L identifiable o . Inapriority | App storeor
b d maintained of intended I Google Pl
Vv =Yes Yy hame an (within 18 use anguage oogle Play
version store
months)
iBobbly®™ - X X Cost is not No data
; Aborll\g/lmal | (Mental (Web-based (No (Improve (The language | (Not available provided. available
OCl;S ( |t|'?n a health) & no version | information health) was chosenin | in Google or
ealth) number) available) consultation Apple app
with the young store)
Aboriginal
peoplein
Broome.)

Beyond Now - Free app Usage rank
S“'T'de safety | (Mental (Version (5months) | (Managethe | (InEnglish) | (Web-based 18f13 in tg? UIS
P i/lnm?gl health) 2.2.8) condition) & Google and or rtne \ca
(hezﬂria) Apple store) category

'5.16 Digital mental health tools are excluded conditionally from assessment by the TGA if the design is based on established

clinical practice guidelines and the guidelines are referenced and displayed in the software reviewable by the user.
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Isth
Further detail Do they meet the eligibility for a‘; :i;i:;’fo
Does app tol d:t(ejrfmine 1::: mHealth Framework assessment? assess? Does the App support broad
support the e)_(lf:Gl; e rlom € / =Yes \/—Y accessibility?
Australian regulatory _ S Availability of
Chosen apps rocess™ (i.e =No) _ Y
: ional health | P €. =No) app statistics
(Candldate) national healt S
.. eligible for mHealth in ‘Similarweb’
priority areas? Regularl e
framework egularly
Clearly be Withi In the Apple
v =Yes assessment) e R Bl e ol [ s e
by name and maintained | - ofintended language | Google Pla
y nam (within 18 use Buag g'e Hay
version store
months)
Calorie Cost is not No data
Counter & . . provided. available
, (Obesity) (Name changed (6 days) (Improve (In English) | (Google and
Diet Tracker : .
Obesit MyFitnessPal: health) Apple store)
(Obesity) Calorie Counter)
(Version 23.25.5)
Eve x Free app (only No data
(Pregnancy) (Pregnancy) (Version 1.0.71) (3 weeks) (Manage (In English) | (Google and f(;tr th;)_se available
pregnancy) Apple store) : hirs]p::agl
with Eve
subscription)
HealthBeats Free app No data
Dié(e::g”l'fre_ (Can be (Version 2.1.4) (1day) | (Managethe | (InEnglish) | (Web-based available
’ applicable to condition) & Google
op, Post-op, .
e diabetes and and Apple
Hospital in the .
) cardiovascular) store)
Home, Kiosk)
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All
the apps
with a cross (x)
or question mark (?)
in a criterion require further
consideration for inclusion. As
previously mentioned, cancer-related apps
should be re-reviewed to check whether they
are excluded from TGA regulatory process, given the
features of those apps. All the apps have a clear description of
the intended purpose. One app has not been updated for four years,
which must be considered. The cost of the apps varies from free of charge to
in-app purchases, however, the cost threshold depends on the decision of whether
the funding is provided to use paid apps in an assessment. In addition, from the
consumer perspective, the costs consumers are willing to pay depend
on a range of factors, such as affordability, usability of the app, and
privacy concerns. While ‘Similarweb’ would be suitable to
select a set of “top apps,’ it is not suitable to check the
statistics of an individual app, as can be seen
from Box 1, since statistics for most apps

are not available (noting that the
website states that they will Note: The version number is
from the Apple app store; the
updated date, version number and
availability of language and app store
as per the date of 09 August 2023. Box
1 was completed by searching each chosen
app in the Apple App Store or Google Store for
the app description.

be available in the
future).

*Scanoma mole check dermatology app claims that they

do not replace a diagnosis of a physician, but it provides a

first diagnosis through images uploaded by users who then
should get a second opinion

* Freestyle Librelink - AU app uses human sensors to check blood
glucose levels.

*MySugr app recommends insulin doses (Insulin/Bolus calculator limited to
some countries using mySugr PRO, as per the app description in the app store).

# If an app is for tracking/monitoring a condition and associated symptoms, as a
‘serious condition), it is a medical device, and will not be excluded. ‘Serious’ is defined in
https://www.tga.gov.au/sites/default/files/regulatory-changes-software-based-medical-

} devices.pdf
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Appendix B - Itemised Number of Responses per question

ID Measure

Assessment Framework for mHealth Apps Validation Study 2024

Of all 26 app, those with Y, N or Blank Clinical only (14 Apps) Other only (2 apps) Consumer edu only (10 apps)
Blank or
YES NO Blank Total YES NO Blank Total YES NO Blank Total YES NO N/A Total

1 User acceptability
1.1 16 5 5 26 10 1 3 14 2 0 0 2 4 4 2 10
Percentage
62% 19% 19% 100% 71% 7% 21% 100% 100% 0% 0% 100% 40% 40% 20% 100%
2 Cultural
acceptability
2.1 5 8 13 26 2 4 8 14 0 1 1 2 3 3 4 10
Percentage
19% 31% 50% 100% 14% 29% 57% 100% 0% 50% 50% 100% 30% 30% 40% 100%
3 Health professional
acceptability
3.1 19 4 3 26 10 1 3 14 2 0 0 2 7 3 0 10
Percentage
73% 15% 12% 100% 71% 7% 21% 100% 100% 0% 0% 100% 70% 30% 0% 100%

4 Protection from
harm
4.1 1 23 2 26 1 11 2 14 0 2 0 2 0 10 0 10
4.2 12 4 10 26 8 2 4 14 1 1 0 2 3 1 6 10
43 5 14 7 26 4 6 4 14 0 1 1 2 1 7 2 10
4.4 1 9 16 26 1 6 7 14 0 1 1 2 0 2 8 10
4.5 15 6 5 26 9 2 3 14 2 0 0 2 4 4 2 10
4.6 8 10 8 26 6 3 5 14 0 1 1 2 2 6 2 10
Total 42 66 48 156
Percentage
27% 42% 31% 100% 35% 36% 30% 100% 25% 50% 25% 100% 17% 50% 33% 100%
5 Evidence and
expertise
5.1 13 4 9 26 10 1 3 14 1 1 0 2 2 2 6 10
5.2 0 5 21 26 0 3 11 14 0 1 1 2 0 1 9 10
53 15 6 5 26 9 3 2 14 1 1 0 2 5 2 3 10
5.4 19 5 2 26 10 2 2 14 2 0 0 2 7 3 0 10
Total 47 20 37 104
Percentage
45% 19% 36% 100% 52% 16% 32% 100% 50% 38% 13% 100% 35% 20% 45% 100%
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6 Transparency
6.1 23 1 2 26 11 1 2 14 2 0 0 2 10 0 0 10
6.2 13 9 4 26 9 3 2 14 1 1 0 2 3 5 2 10
6.3 1 7 18 26 1 4 9 14 0 1 1 2 0 2 8 10
Total 37 17 24 78
Percentage
47% 22% 31% 100% 50% 19% 31% 100% 50% 33% 17% 100% 43% 23% 33% 100%

7 Accessibility
7.1 2 12 12 26 1 5 8 14 0 0 2 2 1 7 2 10
Percentage
8% 46% 46% 100% 7% 36% 57% 100% 0% 0% 100% 100% 10% 70% 20% 100%
8 Usability
8.1 15 4 7 26 8 2 4 14 0 0 2 2 7 2 1 10
8.2 11 4 11 26 6 2 6 14 2 0 0 2 3 2 5 10
8.3 18 5 3 26 10 1 3 14 2 0 0 2 6 4 0 10
8.4 21 2 3 26 10 1 3 14 2 0 0 2 9 1 0 10
Total 65 15 24 104
Percentage
63% 14% 23% 100% 61% 11% 29% 100% 75% 0% 25% 100% 63% 23% 15% 100%

9 Privacy
9.1 20 3 3 26 11 1 2 14 2 0 0 2 7 2 1 10
9.2 19 3 4 26 11 0 3 14 1 0 1 2 7 3 0 10
9.3 9 10 7 26 6 3 5 14 0 0 2 2 3 7 0 10
9.4 19 4 3 26 11 1 2 14 1 0 1 2 7 3 0 10
9.5 13 6 7 26 8 2 4 14 1 0 1 2 4 4 2 10
Total 80 26 24 130
Percentage
62% 20% 18% 100% 67% 10% 23% 100% 50% 0% 50% 100% 56% 38% 6% 100%
10 Consent and
user control
10.1 13 7 6 26 9 2 3 14 1 0 1 2 3 5 2 10
10.2 5 14 7 26 0 0 14 14 0 1 1 2 2 6 2 10
Total 18 21 13 52
Percentage 35% 40% 25% 100%
43% 32% 25% 100% 25% 25% 50% 100% 25% 55% 20% 100%
11 Security
11.1 0 0 26 26 0 0 14 14 0 0 2 2 0 0 10 10
11.2 3 15 8 26 2 7 5 14 0 1 1 2 1 7 2 10
11.3 15 7 4 26 9 3 2 14 1 0 1 2 5 4 1 10
11.4 12 6 8 26 7 2 5 14 1 0 1 2 4 4 2 10
11.5 13 7 6 26 8 3 3 14 1 0 1 2 4 4 2 10
Total 43 35 52 130
Percentage 33% 27% 40% 100%
37% 21% 41% 100% 30% 10% 60% 100% 28% 38% 34% 100%
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12 Performance and
build
121 17 5 4 26 10 14 0 5 3 2 10
12.2 11 5 10 26 6 14 0 5 3 2 10
Total 28 10 14 52
Percentage 54% 19% 27% 100%
57% 14% 29% 100% 50% 0% 50% 100% 50% 30% 20% 100%
13 Interoperability and
data standards
13.1 4 11 11 26 2 14 1 2 4 4 10
13.2 6 11 9 26 3 14 0 2 6 2 10
Total 10 22 20 52
Percentage 19% 42% 38% 100%
21% 36% 43% 100% 25% 25% 50% 100% 20% 50% 30% 100%

14 Accessibility
14.1 0 0 26 26 9 14 0 7 3 0 10
Percentage 0% 0% 100% 100% 64% 21% 14% 100% 0% 0% 100% 100%
70% 30% 0% 100%
Total 429 267 292 988 248 107 159 514 32 15 29 76 145 139 96 380
Percentage 43% 27% 30% 100% 48% 21% 31% 100% 42% 20% 38% 100%
38% 37% 25% 100%
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Appendix C - International

Comparison Report
ORCHA, aninternational healthappassessment

company has been supporting the project by
providing international trends, updates, and
perspectives from the market. It has acted as
an industry consultant to the project allowing
international comparison of the Australian
Framework with regulatory, research, and
market led models which are being applied
across various countries. Several listed
nominated health apps being testing through
the validation were passes through the ORCHA
Baseline Review for comparable results.

ORCHA also provided
a report on the
Framework and its
observations on the
assessment questions
and implementation
approach.
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Table 5: Subset of Apps assessed against the ORCHA Baseline Review

Reviewed by OBR Data Professional Usability and

Country of X -
Downloads Review tool  Status Assurance  Accessibility

App name Store link
PP : Origin ORCHA? score score
score score

https://play.google.com/store
/apps/details?id=com.lcs.mm Info not

Manage My Pain  p.lite&referrer=utm_source% Canada available Yes OBR-v6.0.0 Published 78 74 85 73
3D42matters.com%26utm_m
edium%3Dapi
https://play.google.com/store
/apps/details?id=com.vsarthri

Info not
Arthritis Tracker  tis&referrer=utm_source%3D UK available Yes OBR-v6.0.0 Published 69 67 60 82
42matters.com%26utm_medi
um%3Dapi

https://play.google.com/store
/apps/details?id=au.com.resa
pphealth.resappdx&referrer=

utm_source%3D42matters.co

m%26utm_medium%3Dapi

ResAppDx Australia 1k+ Yes OBR-v6.0.0 Published 70 52 78 75

ey.poscomp.asthma2&referre
r=utm_source%3D42matters.c
om%26utm_medium%3Dapi
https://play.google.com/store
/apps/details?id=au.com.canc
CancerAid eraid&referrer=utm_source% Australia Sk+ Yes OBR-v6.0.0 Published 79 66 88 76
3D42matters.com%26utm_m
edium%3Dapi
https://play.google.com/store
/apps/details?id=com.scanom
a.app&referrer=utm_source% Australia 50k+ Yes OBR-v6.0.0 Published 43 53 24 77
3D42matters.com%26utm_m

edium%3Dapi

https://play.google.com/store
details?id=au.edu.syd
Kiss myAsthma {apps/details?id=au.edu.sydn Australia 100+ Yes OBR-v6.0.0 Published 75 59 86 76

Scanoma mole check
dermatology

FibriCheck - A | Inf
Fibricheck IbriCheck - Apps on Google Belgium nfo not Yes OBR-v6.0.0 Published 92 91 98 76
Play available
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Table 5: Subset of Apps assessed against the ORCHA Baseline Review

Professional Usability and
Country of Reviewed by ) OBR Data : o .y. X
Downloads Review tool  Status Assurance  Accessibility

App name Store link
PP : Origin ORCHA? score score
score score

https://play.google.com/store
/apps/details?id=com.supersi
mpleapps.heart_rate_monito
Heart Rate Monitor > o2 UK 5,000,000+ Yes OBR-V5.0.0 Archived 44 45 25 77
r_newui&referrer=utm_sourc
e%3D42matters.com%26utm

medium%3Dapi
https://play.google.com/store
Info not

Vera /apps/details?id=com.veramu Australia available Yes OBR-Vv6.0.0 Published 62 55 48 87

sic.app.vera
https://play.google.com/store Info not
mySugr [apps/details?id=com.mysugr Austria available Yes OBR -v6.0.0 Published 66 88 49 76
.android.companion&gl=us
https://play.google.com/store
/apps/details?id=katescrivene
REPS Recovery r.repsrecoveryexercises&refer
Exercises rer=utm_source%3D42matter
s.com%26utm_medium%3Da

pi
. https://play.google.com/store

Australia 100+ Yes OBR-v6.0.0 Published 70 65 76 68

Physio /apps/details?id=com.physion

Network:Research etwork.app&referrer=utm_so Australia 10k+ Yes OBR -v6.0.0 Published 80 61 89 87
Reviews urce%3D42matters.com%26ut

m_medium%3Dapi

https://play.google.com/store

/apps/details?id=com.lealapp

s.alimentese&referrer=utm_s Australia 10M+ Yes OBR-v6.0.0 Published 65 72 49 81

ource%3D42matters.com%26

utm_medium%3Dapi

Calorie Counter by
FatSecret
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