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1. Executive Summary

The Australian Assessment Framework for
mHealth Apps (Framework) was developed to
promote the safe and appropriate use of mHealth
AppsinAustralia. [taims to contribute to a mature
digital health market and increase the adoption of
digital solutions and tools within nationwide. This
report expands on the accompanying Validation
Report by the Australasian Institute of Digital
Health. It provides insights, considerations
and Options relating to the operationalisation
and governance of the Framework including
implementation and adoption.

The Purpose of the Validation Study (Study)
was to test the Framework for its validity and to
inform the next steps in its practical application
and implementation. The Study comprised of the
following:

B Executive Summary

B Purpose of Report
Context

Requirements

The Framework
Approach and Method
Nominated Health apps

Testing the Framework

Results of testing

. Australian mHealth Apps Assessment Framework Options Report

Independent Framework Review
International Comparison
Conclusion

Appendices containing charts, lists and
responses by assessors.

Some of the key points in this Options Report
include the need for the refinement of questions,
use and consideration of technology within app
development (current and future) and in the
operationalisation of a refined Framework. It
recommends key considerations for the refined
Framework’s governance including in the ongoing
review and feedback, security and continued
alignment with developments in technology,
standards and legal requirements. Furthermore,
the Framework should acknowledge and keep
underreviewhowappsareincorporating guidance
and support features, which can play a vital role
in enhancing the usability, effectiveness and user
satisfaction for both clinicians and consumers.

Proposed next steps in the mHealth project
for 2024 and beyond include engagement with
stakeholders including state jurisdictions,
consumers, clinicians and developers to
further develop and refine the Framework. It is
also recommended to develop education and
promotional materials to increase awareness,
benefits from use and future progress. The
proposed next steps will build on the analysis

undertaken in the Validation Study and this

Options Report; to progress toward publishing a

revised Framework that meets the needs of the
diverse range of stakeholders who would benefit
from its use.



2. Purpose,
Background and
Methodology

The purpose of the mHealth Options Report
is to provide a comprehensive outline of
key considerations for the implementation
and operationalisation of the Assessment
Framework for mHealth Apps' (Framework).
This Options Report draws on the results
and options recommended from the Study
undertaken in 2023 and provides considerations
for the Framework’s use, operationalisation and
sustainability, including how it can retain currency
as technologies advance. The number, variety
and capabilities of apps are expected to continue
toincrease. Moreover, consumers’ digital literacy
and expectations on app performance will
continue to evolve. It is therefore important that
any assessment Framework for mHealth apps be
appropriate for apps available today, but also how
it will need to evolve with changes in technology
and consumer expectations. Particularly
considering data from Statista showing that
mobile phone users and penetration levels in
Australia continue to rise. From 19.9 million users
in 2017, the number of Australian smartphone
users is expected to increase by 3.7 million to
23.6 million by 2026.

An examination of options for successful
implementation of the Framework in the
Australian digital health environment is included
in this Options Report (refer to Sections 8 and
9). This Report provides information on the

analysis undertaken, key findings and Options to

inform both the business case and governance
of the operating model for a revised Frarnework.
These are essential considerations for ensuring

.
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The Validation Study sought to test and build a baseline of evidence for the Framework, to ensure the
interfaces with existing regulatory frameworks were appropriate, as well as to highlight any areas of

the Framework which require further work. The testing of the Framework, particularly the assessment

questions and their proposed operation was the key intent of the Study.

Acollaborative and targeted approach was applied to the Validation Study. The project team acknowledges
previousactivity and efforts ofkey organisationsandindividualsinvolvedin drafting the originally published
Framework. Rather than taking a broad market, clinical and community-led approach, a key group of
stakeholders from Government and industry (as noted in the Acknowledgement under Assessors), were
engaged in the Study to guide and develop an initial baseline of test results. The Study sought input from
App developers as key users of the Framework. Interviews were undertaken with developers’ staff who
have roles ranging from sales, product managers, technical staff to executives. AIDH engaged researchers
from Deakin University to analyse the Framework, leveraging their expertise and prior research in this
area, as well as involving AIDH’s digital health and informatics Fellows and Certified Health Informatician
Australasian (CHIA) certified members to participate in the testing and assessment phase. International
trends analysis and market intelligence was provided by ORCHA, a health app assessment company
based in the United Kingdom who work globally. The full details of the assessment process and results
reported in the mHealth Framework Validation Study Report published along with this Options Report
and therefore both should be read in conjunction.

The Option Report examines options to be considered for successful ongoing implementation and use
of arefined Framework in the Australian digital health environment. These factors include the concurrent
and continuing development of international standards, specific and emerging technologies and fields of
medicine such as genomics.

"Assessment Framework for mHealth Apps, Dec 2022, Australian Digital Health Agency. https://www.digitalhealth.gov.au/about-us/strategies-and-plans/
assessment-Framework-for-mhealth-apps

2 EMN For The Social Inclusive Finance Technical Assistance (SIFTA) Programme | European Microfinance Network (european-microfinance.org) https://www.
european-microfinance.org/activity/emn-social-inclusive-finance-technical-assistance-sifta-programme
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In the latter half of 2023, testing was undertaken by the Deakin University and AIDH’s Fellows and CHIA-

certified members. Testing was an essential step to develop options which ensure the efficacy, reliability

and applicability of the Framework. As such, the Framework was tested by the team of assessors who

documented and recommended improvements and other supportive information. An overview of the

results and Options are outlined below with further detailed information available within the Validation

Report Chapter 9 “Results of Testing”. The following Table 1 is from the Publication called “Assessment

framework for mHealth apps” published in December 2022 by the Australian Digital Health Agency.

Table 1: Strategic Items for mHealth App Framework Validation

Criterion

Definition

Acceptability

Safety and
Trust

The app takes into account the user’s holistic experience
(i.e. physical, cognitive, emotive, beliefs, preferences, or

User
behaviours) and considers the system and the context of
use where relevant
The app is designed to support the cultural needs and
Cultural safety of diverse population groups, including Aboriginal

and Torres Strait Islander peoples

Health Professional

Protection from
Harm

The app is suitable for the intended purpose and, from
a health professional’s perspective, has the potential to
achieve the health benefits claimed.

The app does not cause reasonably foreseeable harm to
users, be it of a physical, mental, social, or financial nature.

Evidence and

The app uses appropriate evidence and clinical expertise to

Expertise support health benefit claims.
The app enables users to understand who is distributing,
financing (including the use of advertising), and developing
the app and how to contact them. Additionally, the
Transparency app enables users to make an informed choice based

on an understanding of the financial costs and health
interventions required to achieve the health benefits
claimed.
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Domain Criterion Definition

The app is designed and delivered in such a way that
facilitates ease of use for the widest user base possible,
Accessibility taking into account different physical or mental abilities or
impairments (where relevant) as well as level of comfort,

Ease of Use
engagement with and adherence to the app.

Usabilit The app is designed and delivered in such a way it can be
sabili
y used by intended users to achieve the specified benefits

Where applicable, user privacy rights are respected in line
with the requirements of the Privacy Act 1988, including
Privacy ensuring users understand what information they are
giving to the app, how their information will be used, and
that personal health data is protected from accidental or

malicious data privacy breaches.

Sy Consent and user The app processes personal data only on the basis of a

Security control valid legal base (i.e. consent)

The app is secure to threats altering the information or
functionality of the app and ensures secure management of
personal health data whether it is stored or transferred (i.e.
Security the app uses up-to-date security standards and considers
cybersecurity capabilities in line with Australian standards).
The app does not require more information than needed for
the purpose of the app.

The app is developed using best practices and is technically
Performance and

Build ,
Technical maintenance process.

robust, reliable, and scalable, with an established

Quality The app, where relevant, can successfully exchange data
Assurance Interoperability and (read and write) to different information systems (such as
data standards electronic health records) using Australian interoperability

and data standards

Figure 1 Assessment Framework domains, criteria and definitions (adapted from “Assessment framework for mHealth apps”) 3
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As can be seen in Figure 1, the Framework is structured with five domains, with each domain having two
or three criteria and associated definitions with are fifty-three “measures” requiring assessment against.
App developers are required to respond to each measure as well as being required in some cases, to
provide additional information if requested. More comprehensive details can be found in Chapter 5 of
the Validation Report.

During testing and assessment, the Framework’s domains were found to be comparable to other
frameworks used internationally and in similar research projects in Australia®. It was identified however,
that questions within the Framework require revision to improve their applicability, clarity and the quality
of responses. Issues identified included where a single question required multiple answers. It was also
identified that other questions that only allowed for yes/no responses, would have been better designed
to allow for additional information and details to be provided. For example, one question asks, “Has your
app been designed with intended users?” with the option of yes or no. This was identified as a question
where additional information would be particularly relevant because the developer would elaborate on
the type of user who was involved, for example First Nations consumers or clinicians. Further details and

information are available in the Validation Report, (Chapters 9, 10 and 11).

Another key dimension of the testing of the Framework was to assess industry’s feedback with a view to
supporting future uptake and use of the Framework. As such, industry representatives were invited to
consider how they use the Framework for mHealth apps that they develop. A sample of two mHealth apps
were selected from the target areas including each of the ten Australian National Health Priority Areas
(NHPA) and some clinical disciplines of special interest. These included the NHPAs of:

B Cardiovascular health

B Cancer control

B Injury prevention and control

B Diabetes mellitus

B Mental health

B Asthma

B Arthritis and musculoskeletal conditions
B Chronic obstructive pulmonary disease
B Dementia and

B Obesity.

3 Assessment framework for mHealth apps (digitalhealth.gov.au)

+ https://www.sciencedirect.com/science/article/pii/P1386505624000170?via%3Dihub Page 9



Clinical disciplines of special interest included
areas such as pregnancy and dermatology.
Between three and five app developers within
these areas were approached and provided
with an opportunity to provide feedback on the
Framework resulting in twenty-six developers
agreeing to participate. Those that agreed were
provided an explanation of the Framework
including how consumers and clinicians might
use it and the results. Time was then allocated
for organisations to seek appropriate approvals
regarding the decision to participate. From the 26
App developers who agreed to participate in the
assessment process, there was coverage across
all of areas. Of those that declined to participate,
the reasons provided for not participating broadly
included being too busy, not interested, reluctant
to have government oversight or that their apps
were not ready to be assessed.

Related to developer participation, it was found
by the statistical analysis organisation SIFTA®
(Social Inclusive Finance Technical Assistance
programme) that although registration and
assessment is voluntary, following a decision
to make assessment mandatory for apps to be
reimbursable, participation dropped in Germany.
OnceanappisregisteredandassessedinGermany
it is called a Digitale Gesundheitanwendungen
(or DiGA). On paper, registration and assessment
give digital health startups unfettered access
to Europe’s largest healthcare market, however
according to founders and investors, it remains a
challenge to support doctors to prescribe DiGAs
or for patients to ask for them3. By November
2022, just a third of doctors had prescribed a
DiGA and a similar proportion the same amount
said they would not prescribe a digital therapy. Of
note however, once registered as a DiGA, the app
was prescribed a considerable number of times
in Germany.®

Australian mHealth Apps Assessment Framework Options Report

One of the considerations in the 2023 Validation
Study, was the potential for inter-relationships
between assessment processes including those
covered only by the Framework, those covered by
Software as a Medical Device (SaMD) regulations
fromtheTherapeutic GoodsAdministration (TGA),
and those covered by the ACQSHC’s voluntary
accreditation for mental health apps. Of note is
that the TGA has established well-documented
descriptions of SaMD’. The Advisory Committee
has commented that all apps, including SaMD
and Mental Health should be considered as
candidates for triaging by the revised Framework
before undergoing assessment by the TGA and
NSCDMH

Additionally, if apps and associated assessment
results are used to improve prevention,
diagnosis, treatment or management of health
conditions (implying these may be SaMDs
subject to TGA regulation), then the assessment
process needs to be rigorous. Moreover, they
must be safe, protect patient data and have clear
criteria for usability as outlined earlier in Figure 1.
Comparable international countries have scoring
against criteria, for example the Organisation for
the Review of Care and Health Apps (ORCHA) in
the UK® and the assessment processes for DiGA
in Germany®. Both countries have a minimum
passing score, accumulated into an overall score,
and a failure in one domain means a failure
overall. Further information on the results of
testing done during the Validation, can be seen in
Chapter 9 and Appendices Ato D in the Validation
Study Report.

5 EMN For The Social Inclusive Finance Technical Assistance (SIFTA) Programme | European Microfinance Network (european-microfinance.org) https://www.
european-microfinance.org/activity/emn-social-inclusive-finance-technical-assistance-sifta-programme

¢ https://www.sidekickhealth.com/news/a-year-with-apps-on-prescription-in-germany

7 https://www.tga.gov.au/how-we-regulate/manufacturing/medical-devices/manufacturer-guidance-specific-types-medical-devices/regulation-software-based-

medical-devices
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International guidelines and the technology used in the development of apps and supporting platforms
are evolving rapidly, as is the field of medicine. It is important to consider these developments in any
refinement of the Framework.

Firstly, developments and evolution in international guidelines and standards need to be considered
when refining the Framework and in consideration of how best to operationalise. As indicated in the
Environmental Scan conducted as part of the project, most countries in Europe have a mobile health
app assessment framework development or operating program in place, with many of those countries
cooperatingin an alliance. The International Standards Organisation (ISO) has also developed a standard
for Frameworks called “ISO TS/83204 Health Software Part 2”, This is still evolving but will need to be
considered as part of the Australian Framework’s refinement and redevelopment.

Secondly, emerging technologies, innovations and advancements are leading to transformational change
in the delivery of healthcare. Emerging technologies of current interest are artificial intelligence (Al) and
internet of things (loT).

Recently Al using large language models (LLM) and other types of newer machine learning (ML)
technologies are becoming increasingly utilised across many software products including apps. Al
and ML can personalise health app experiences, increase engagement (e.g. through gamification) and
improve data analysis capabilities and decision-making processes. Whilst there are benefits of using
these technologies, there are potential risks and ethical concerns that need to be considered. The key
risk is that some models can “decide” or “recommend” a course of action with no external oversight and
without clear or transparent bases for the decision. The TGA regulates any mHealth app using Al for a
medical purpose.

Furthermore, advances in analytics combined with machine learning could enable the aggregation and
analysis of data derived from health apps. On the positive side, this data-driven approach could identify
usability problems, track app performance in real-time, and flag potential safety concerns. However, they
may also lead to potential security weaknesses, re-identification of identities from shared data and give
rise to vulnerabilities that are yet unrecognised.

The loT refers to a growing field with devices that connect with the internet, including wearable health
monitors, which can integrate with health apps to provide more comprehensive health data. This
integration can provide the potential for deeper user engagement and richer health data, however, also
raises aspects of cybersecurity and compliance with interface and interoperability standards.

A third consideration is the ongoing advancement in fields such as genomics and precision medicine.
These require complex technologies to support their adoption. Genomics provides opportunities to
analyse and interpret the structure and function of genetics and genomics and their influence on health
and disease. This is made possible through advancements in data analytics and supporting technologies.
Precision medicine is the personalisation of medical care and treatments based on several individual
characteristics (including from genomics) to improve the efficacy and efficiency of targeted treatments.
Highly advanced technologies are required to assist in diagnosis and treatment in precision medicine.
The TGA regulates the medical device technologies used for diagnosis and treatment in these fields of
medicine.

8 Home | Delivering Safe Digital Health | ORCHA - ORCHA (orchahealth.com) https://orchahealth.com/
? https://www.bfarm.de/EN/Medical-devices/Tasks/DiGA-and-DiPA/Digital-Health-Applications/_node.html Page 11
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The analysis undertaken in the latter half of 2023 has identified a series of refinements that would improve
the applicability of the Framework. Refinements to the Framework should be considered carefully to
ensure comprehensive coverage of all types of mHealth apps while maintaining its practicality, usability
and relevance.

Some suggested refinements and enhancements are listed below that would improve the applicability
of the Framework. These also inform the future considerations for adoption of the Framework as well as
governance and the operating model.

Domain Specificity

Revisit each domain to ensure they accurately assess key aspects of mHealth app performance. Consider
refining or subdividing domains to capture nuances in app performance more effectively. For example,
one domain covers “Ease of Use,” with the criteria of Accessibility and Usability, it is suggested to consider
breaking it down into sub-domain categories of “Navigation,” “Visual Design,” and “Interactivity” for more
specific and granular responses.

Measure Relevance

Reconsiderthe relevance of each measure within its respective domain. Remove measures that duplicate
information or provide negligible insights. Place a greater emphasis on measures that directly impact
user experience, health outcomes, or compliance with regulatory standards.

User-Centric Focus

Although app developers may include users during app development, to standardise user involvement
and qualitative user feedback in the Framework could be provided by incorporating user ratings, reviews,
and satisfaction surveys to complement yes/no measures. Prioritise measures that align with user
preferences, needs, and priorities to enhance user engagement and adoption.

Flexible Assessment Capability

Ensure the Framework is capable of accommodating anticipated future advancements in mHealth
technology and build in periodic re-assessment of Framework’s suitability for ongoing advances in
technology. Anticipate emerging trends in technology and adapt the Framework in time to assess novel
features such as integration of Al, loT, virtual reality, or other personalised health Options for users.
(Please note that this is also relevant to the governance of the revisited Framework.)

Interoperability and Information Security

Include assessment measures addressing interoperability with other health IT (Information Technology)
systems and data security requirements. Interoperable systems enhance data exchange, usability and
facilitate integration - important for effective communication and functionality between IT systems.
Moreover, an app’s compatibility with existing digital health systems and adherence to industry standards
for data protection and privacy should also be assessed.

Furtherconsiderationshould be givento assessment measureswhichrelateto encryption,authentication,
and an indication of compliance with regulations especially the Australian Privacy Principles, or
alternatively with Health Insurance Portability and Accountability (HIPAA) from the US, or the European
Union’s General Data Protection Regulation (GDPR).
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Evidence-Based Practices

Revisit assessment measures which ought to align with evidence-based practice and clinical guidelines,
which might be relevant to each clinical discipline. Include an assessment of the mHealth app’s ability
to provide accurate health information, facilitate behaviour change, and support (and not replace)
clinical decision-making. Look at measures related to content accuracy, citation of credible sources, and
alignment with established Australian-based clinical guidelines.

Longitudinal Monitoring

Explore whether additional measures for longitudinal monitoring of mHealth app performance and user
outcomes can be implemented. It is noted that this would require periodic re-assessment under the
Framework and should also be considered in governance. As such, considerthe inclusion of new measures
in the Framework that assess user retention, adherence to treatment plans, and health improvements
over time. Another consideration would be to include capturing of user feedback to enable analysis of
user experience and identify areas for continuous improvement. Real-world evidence can be collected to
show that the claimed benefits are realised in practice.

Cultural Safety and Inclusivity

Examine further how the Framework could assess the app’s cultural safety and inclusivity to support use
of the app by diverse, disadvantaged, underrepresented or under-served populations. Include measures
related to linguistic support, cultural safety of content and whether consideration was made of diverse
demographics when designing the app and marketing materials.

Refining the Framework with the above considerations, could create a more adaptable tool for evaluating
mHealth apps, while better aligning with the ethical principle of “doing no harm,” achieving user needs,
desired clinical outcomes, technological advancements, and adhering to regulatory standards. The
incorporation of these refinements into the Framework will be analysed further in 2024.
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As noted in Section 3, there is a degree of overlap between the Framework and SaMD (TGA) regulations.
Several mHealth apps are working on enhancements to improve user experience, however these might
cause them to be become subject to regulation under SaMD as their risk and safety profile may have
changed because of the enhancements. This is an important consideration in relation to the governance
oftherefined Framework and needs ongoing consideration with accompanying advice for all stakeholders.

Guidance and support features within apps can enhance the ease of use, effectiveness, and user
satisfaction of mHealth apps for both clinicians and patients. Consideration should be given in the
revised Framework to assessing the quality of such accompanying guidance resources

and whether they benefit clinicians and patients.

The Framework assessment process has a
Domain to assess “Ease of Use” including
accessibility and usability so, needs to consider
the following features and be able to assess their
use in mHealth apps and by users.

Clinical Decision Support Tools

Incorporation of tools which provide evidence-
based recommended option and clinical decision
support would help clinicians with their decisions
during patient care. These tools could include
drug interaction checkers, diagnostic algorithms,
treatment guidelines tailored to specific patient
characteristics and conditions and alerts for
potential contraindications or best practices.

Personalised Treatment Plans

Where clinicians personalise treatment plans for
patients, the patient may benefit from the ability
to incorporate plansinto an app. This could foster
greaterengagement and adherence to prescribed
therapies. Such plans could include medication
schedules, exercise routines, dietary Options,
and symptom tracking functionalities. Patients

could access their treatment plans in the app and
record progress, supporting self-managed care.

Secure Messaging and Teleconsultation

Secure  messaging and  teleconsultation
features could be included in an app for real-
time communication between clinicians and
patients. These features could allow patients to
ask questions, report symptoms, and receive
feedback or guidance from their healthcare
providers remotely. Secure video consultations
could also be integrated for more in-depth

discussions or examinations when necessary.

Health Education Resources

Apps could provide access to a library of
educational resources, including articles, videos,
and interactive modules covering various health
topics. This could empower patients to become
active participants in their healthcare journey and
make better informed decisions. Clinicians could
also recommend specific resources to patients
based on their diagnoses or treatment plans,
which might be incorporated into the app.

Remote Monitoring and Alerts

The inclusion of data from remote monitoring
devices that track patients’ health metrics,



Australian mHealth Apps Assessment Framework Options Report

such as blood pressure, blood glucose levels, or other activity levels in real-time, could enable timely
intervention and proactive management of patients’ health conditions. Where such tracking is enabled,
clinicians could receive alerts for abnormal readings or deviations from target ranges.

Community Support and Peer Networks

The integration of social features into the app could be used to foster a sense of community and
peer support amongst users. Patients could connect with others facing similar health challenges,
share experiences, and exchange tips for self-management. Clinicians might also participate in these
communities to offer clarification, guidance, encouragement, and expert advice.

Medication Reminders and Adherence Tracking [ - . -
Medication reminder notifications or other adherence tracking features

could be incorporated to apps to provide guidance for patients on adherence

to their treatment regimens. Clinicians could review resultant adherence data, .

identify adherence barriers, and intervene as needed to optimise treatment outcomes.

Integration with local Electronic Health Records (EHR) or Electronic Medical Records
(EMR)

Seamless and secure integration of apps with local EHR / EMR systems in GP clinics or hospitals would
help facilitate continuity of care and access to patients’ comprehensive health records. This functionality
would need to be supported by the adoption of interoperability standards. Where data can be integrated,
clinicians could review patients’ medical history, lab results, and past encounters within the app or EHR/
EMR, streamlining clinical workflows and improving decision-making. Where such EHR/EMR integration
is intended, the use of open, widely used sharing resources such as Fast Health Interoperable Resources
(FHIR) and adhere to standardised data formats such as Health Level 7 (HL7).

Clinician & Patient Training & Support

Implementation of an app should include training and support for all users through comprehensive
onboarding sessions, step-by-step tutorials, and offering access to help resources within the app.
Ongoing support might take the form of dedicated help desks, online forums, and regular updates with
tips and best practices to maximise an app’s utilisation in clinical workflows. For patients, continuous
support may be provided by developers through accessible patient support channels, FAQ sections, and
community forums where patients can connect with peers for guidance and encouragement in using the
app effectively as part of health management.

Technology Errors (bug fixes)

Measuring the number and criticality of bugs in the development of an mHealth app is important because
it provides information on the reliability of the app, which directly impacts satisfaction and trust by users.
The ISO Standard for Health and Wellness apps (ISO/TS 82304-2) is still under development and has
limited coverage in this area.

Determine the appropriate parameters for non-functional requirements (NFR) which
would typically include some or all the following:

a. Security including encryption, secure user authentication, authorisation controls, and protection
against cyber threats. audit trails and logging as required for complying with regulatory
requirements.
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b. Privacy and compliance with relevant health data privacy laws (e.g., Australian Privacy Principles).
This involves secure data handling, storage, and transmission, as well as ensuring patient
confidentiality.

c. Reliability and availability: a high reliability setting will require redundancy, failover mechanisms,
minimal downtime for maintenance, data back-up and supporting for robust disaster recovery
plans.

d. Scalability: the app should be able to scale up to accommodate increasing numbers of criteria and
data volumes without compromising performance

e. Performance: the app must be capable of handling the required volumes of data and transactions
with specified speed and efficiency parameters

f. Interoperability: the app should be able to integrate and communicate seamlessly with other
health app monitoring systems using standard data exchange protocols

g. Usability:the software should be user-friendly, accessible to users with different abilities, adhering
to accessibility standards and guidelines such as W3C'™

h. Customisation: the app should be flexible enough to accommodate the current assessment
needs and adaptable to changing criteria to meet new Framework requirements

i. Maintenance and support: policies and support mechanisms for software maintenance, including
updates, patches, and technical support.

j- Environmental and operational conditions: the Framework’s operating system should function
effectively under specified environmental conditions and operational constraints.

Conclusion

If guidance and support features as identified above were incorporated into mobile health apps, both
clinicians and patients would benefit from enhanced communication, personalised care plans, access to
educational resources, and tools for remote monitoring and management of health conditions, leading to
improved clinical outcomes and patient satisfaction. The potential for theirinclusion should be considered
further for future revisions of the Framework and whether through such enhancements, they would then
become subject to SaMD (TGA) regulations.

° https://www.w3.org/mission/accessibility/
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Although the Framework was published in 2022, there is currently no accompanying operating model to
supportitsimplementationand use. Duringthe next stages ofworkto revise the Framework, consideration
will need to be given to the most appropriate operating model to support implementation, with a view to
re-publishing the Framework with that support in place.

A range of factors to consider for the Frameworks Operationalisation have been identified in previous
sections, notably four, and five of the Options Report discussing refinements, maintaining the currency
and adoption of the Framework.

Two additional Options are included below with respect to clarity, the assessment process and capturing
data from assessments under the revised Framework.

Given the length and complexity of the Framework, a need is identified for a simplified, clear and
standardised assessment procedure for developers. The purpose of a standardised assessment process
is to assist comprehension of the assessment process and avoid overlooking key information and/or
introducing inaccuracies. Assessment procedures should be clear, easy to follow and standardised,
allowing increased understanding for app developers and other users of the Framework, thereby
improving usability for all stakeholders.

The current Framework is simply a published document for app developers to self-assess against. During
the assessment process, the AIDH project team utilised a spreadsheet to capture data, whereas Deakin
University used a web-based tool developed using a low code approach. This type of tool could easily
score and record the data from apps being evaluated, capturing results in a database for sharing and
analysis.

A simple online system could be built for responses to the Framework’'s questions (from app
developers) to be recorded in a database for sharing and analysis. There are several app development
tools which could assist in recording data about adherence to regulations and standards and may
enable automation of data collation. They could be designed to support an automated assessment of
whether products including apps, meet the necessary legal and ethical standards in the Framework.
A web-based tool is recommended for operationalisation of the Framework.

Overarchinggovernancewillensurethatthereisoversight ofthe operatingmodeland provideamechanism
for ongoing review and adaptation of the Framework as technologies evolve. This governing body would
assume ongoing responsibility for decisions relating to the operating model, future modifications to the
Framework, how it is kept current and communications to stakeholders. The governing body should also
have input from Federal, state and territory governments and key stakeholders. Further work must be
undertaken on the format for this governing body prior to implementation of a revised Framework.

The revised Framework should have two phases of its assessment process: an initial assessment to
determine an app’s suitability at that point in time (prior to adoption); and ongoing assessment to take
account of periodic updates or enhancements to apps (following their adoption).
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Factors to be considered in terms of implementation of an initial assessment of an app (prior to
adoption) including Options to:

Australian mHealth Apps Assessment Framework Options Report

1. Finalise the Framework as a national approach for assessing mHealth Apps including adoption of
any agreed to recommended question revisions.

2. Publishand communicate the benefits of the Frameworkand identify where to publishthe outcomes
of app assessments to reduce duplication of those using the Framework to assess apps

3. Build a process that incorporates user feedback and reviews.
4. Incorporate the ability to submit any relevant clinical trial and evidence-based assessments.

5. Allow for continuous analysis of user feedback and performance data (while respecting privacy and
ethical guidelines) to gain insights into app performance, user engagement, and potential health
outcomes.

Factors to be considered for the ongoing assessment of the apps

(when updated periodically following their adoption) include Options to: . . .

1. Conduct regular security and privacy assessments via the Framework to ensure
apps comply with both data protection laws and industry standards for cyber
security - this is essential to protect sensitive health data.

2. Where possible, implement a system for monitoring of app performance especially for tracking app
stability, speed, bug fixes, and updates.

3. Agree and set expectations for partnering with healthcare professionals or consumers for example,
when collaborating with them in the development of the assessment process. Clinicians provide
expertise in medical accuracy and usefulness, while consumers offer insights into user experience
and usability of features.

The governing body should also seek to achieve consistency in the approach across the country.
Implementing a consistent national approach to mHealth assessment in Australia is important to
achieving uniformity in the quality of apps being used across the nation and within jurisdictions. Moreover,
a consistent national approach would enhance transparency and trust among stakeholders especially
developers and users, contributing to improved health outcomes nationwide.

A revised Framework for assessing the effectiveness, security, and usability of mHealth technologies
should be adopted in each state or territory. Collaborative efforts between Federal and state jurisdictions’
health authorities are essential to enable a national Framework to operate with harmonised assessment
methodologies, data collection practices, and regulatory guidelines. Coordination and information
exchange need to be coordinated through the governing body, which would also identify best practices,
coordinate the resolution of disparities (if any) in healthcare delivery, and promote innovation in mHealth
solutions tailored to the diverse needs of the Australian population.

Publishing of assessment outcomes in a central repository would reduce duplication of effort so that
various jurisdictions do not spend time assessing the same app several times.
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Future proofing of the revised mHealth app assessment Framework through ongoing refinements is
crucial inthe rapidly evolving technology environment to maintain currency. As noted above, this is critical
for the governing body and operating model for the Framework to ensure mHealth apps remain safe
and appropriate to use in Australia. It requires ongoing consideration of factors which can influence: the
governance and operating model for the Framework; and the assessment criteria within the Framework.
Further analysis of these considerations listed below is recommended in the next stages of the project.

Considerations for Governance and Operating Model u - ]

Regular Environmental Scanning .

Environmental scanning in the development of Frameworks internationally is essential for staying
abreast of evolving technology, regulations, and market trends. It helps identify potential risks, emerging
opportunities, and user preferences, enabling regulators to adapt strategies, enhance features, and
maintain oversight in the dynamic landscape of digital healthcare.

Modular Architecture

Modular architecture, if providing appropriate or enhanced levels of performance, could allow for
easier updates and integration of new functionalities. Example areas Low code (or no-code) platforms,
Microservices architecture, serverless (cloud) computing and Blockchain Technology may be used to
enable easy future enhancements as discussed in Chapter 5 of this report.

Cloud-Based solution

A cloud-based solution for the Framework offers flexible storage and computing resources, enabling
seamless scalability to accommodate user growth and data demands. Leveraging cloud services reduces
infrastructure costs and ensures access to the latest technologies through automatic updates, keeping
the system current and aligned with technological advancements.

Consideration for future revisions of the assessment criteria within the Framework

Interoperability Standards Compliance

The Framework should have clear and unambiguous criteria for assessing an app’s interoperability.
Interoperability for mobile Apps used by clinicians and patients ensures seamless communication and
data exchange among various healthcare systems and platforms. It enables these apps to integrate with
clinical and hospital EHR/EMRs, and other healthcare IT infrastructure, allowing clinicians to access
patient data, update records, and collaborate with colleagues efficiently. Interoperable mobile apps must
adhere to standardised data formats such as HL7 and FHIR, ensuring compatibility and consistency in
data exchange which is essential for data analytics.

Moreover, interoperable mobile apps must prioritise data security and privacy, by implementing
robust encryption, authentication, and access control mechanisms to safeguard patient information
during transmission. They need to be designed to be cross-platform compatible, supporting multiple
devices, operating systems, and screen sizes to accommodate diverse user preferences and workflows.
Additionally, interoperable mobile apps should integrate seamlessly into clinicians existing workflows,
providing user-friendly interfaces and intuitive navigation to streamline clinical tasks such as patient
consultations, data collection, charting, and order entry.
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Overall, interoperability enhances communication, collaboration, and efficiency in healthcare settings,
enabling doctors to deliver high-quality care while improving patient outcomes and satisfaction. As such
it is recommended that the Framework have criteria which assess these considerations.

Australian mHealth Apps Assessment Framework Options Report

Data Analytics

For the Framework to function appropriately, it needs to include assessments to identify whether data
analytics are a feature of the app. Data analytics in a healthcare setting involves the systematic analysis
of vast amounts of healthcare data to derive meaningful insights that can inform decision-making,
improve patient outcomes, optimise operations, and reduce costs. This encompasses several types of
data, including patient records, clinical notes, diagnostic images, lab results, claims data, and more. Data
analyticsinhealthcaretypicallyinvolves several keyprocesses suchasdescriptive; predictive; prescriptive;
and diagnostic analytics. Access to such data is based on the interoperability of all applications used in
healthcare including, and importantly mHealth apps.

Several sources and tools are commonly used to analyse data effectively, namely (Electronic Health
Records (EHR), Business Intelligence (BI) tools, Clinical Decision Support Systems (CDSS); Data Lakes
or Data Warehouses; and Artificial Intelligence and Machine Learning. By leveraging data analytics and
appropriate tools, clinicians, healthcare organizations and governments can harness the power of data
to drive improvements in patient care, operational efficiency, and overall performance. It is essential that
interoperability is part of an app’s features to enable the use of such tools. It is important the Framework
consider and account for identification of these aspects given that the TGA regulates many Apps which
incorporate these tools, as they may introduce a level of risk to safety to users and performance of the

app.
Robust Security Framework

A robust set of security criteria in the Framework for mHealth apps must prioritise encryption, user
authentication, and data integrity. For example:

1. Utilising end-to-end encryption ensures that sensitive health data remains confidential during
transmission and storage.

2. Multi-factor authentication enhances user access control, preventing unauthorised access. Regular
security audits and updates patch vulnerabilities promptly, bolstering resilience against evolving
threats.

3. Implementing secure coding practices and sandboxing techniques which isolate mHealth app
processes from the rest of the device, limiting their access to system resources and sensitive
data. By creating a virtual environment, sandboxing prevents malicious code from spreading and
compromising the device, enhancing overall security, and protecting user privacy. mitigates risks
of malware infiltration. Secure data backups safeguard against loss or corruption.

4. Compliance with industry regulations such as the Australian Privacy Principles (APP), the European
General Data Protection Regulation (GDPR) and the USA's Health Insurance Portability and
Accountability Act (HIPAA) ensures adherence to privacy standards. Continuous monitoring, threat
detection, and response mechanisms fortify the app against potential breaches, fostering user
trust and confidence.
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5. The Australian Cyber Security Centre (ACSC - a division of the Australian Signals Directorate) has
published a cyber security framework called “The Essential Eight Maturity Model".” It applies to
organisationslarge and small. There are three levels, three beingthe highest and, inan assessment,
it would make it simple and accurate, to ask the question “what level of the ACSC Essential Eight
Maturity Model has your organisation reached?” The TGA also has published on its website,
guidance for cybersecurity of devices for both users™ and industry®, including for SaMD apps.

Technology changes within the apps that may alter how they are assessed.

Advanced analytics combined with machine learning could enable the aggregation and analysis of
data derived from health apps. On the positive side, this data-driven approach could identify usability
problems, track app performance in real-time, and flag potential safety concerns. However, they may also
lead to potential security weaknesses, reidentification of data and give rise to vulnerabilities that are yet
unrecognised.

Al and ML can personalise health app experiences, increase engagement (e.g. through gamification) and
improve data acquisition and decision-making processes if carefully designed to meet TGA regulations
regarding Clinical Decision Support Software (CDSS). Such apps if intended for a medical purpose may
need to be registered on the Australian Register of Therapeutic Goods (ARTG)

loT devices, such as wearable health monitors, can be integrated with health apps to provide more
comprehensive health data. This integration can provide the potential for deeper user engagement and
richer health data, however, also raises aspects of cybersecurity and compliance with interface and radio
frequency standards.

" https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight/essential-eight-maturity-model
2 https://www.tga.gov.au/resources/resource/guidance/medical-device-cyber-security-information-users

3 https://www.tga.gov.au/how-we-regulate/manufacturing/medical-devices/manufacturer-guidance-specific-types-medical-devices/regulation-
software-based-medical-devices/medical-device-cyber-security-guidance-industry Page 21
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The following steps are proposed for the next stage of the project to enable the Framework to be
operationalised, including to establish governance and sustainability.

Activities proposed for 2024

1.

10.

Update and refine question set within the mHealth App Assessment Framework based on the
Options included in Section 5

Work with state jurisdictions on the proposed revisions and further testing, including planning for
adoption of the revised Framework.

Discuss the need for a central repository in which information regarding whether an assessment
of an app using the Framework has occurred (to reduce duplicative effort)

Include collaborators such professional colleges, primary health care networks, clinical peaks,
consumer groups, and industry in next phase of testing and consultation on operationalisation of
the revised Framework.

Engage other partners - including research organisations in the adoption of revisions to the
Framework review and testing in 2024.

Develop guidance information to support understanding and use of the Framework - to raise the
maturity and expectations of using digital health apps.

Develop a communications plan to the broader health sector and industry - bringing awareness
that a revision version of the Framework and accompanying guidance will be published which will
support safe design and use of mHealth apps.

Develop and deliver an approach for preparing suppliers to access the revised Framework via the
operating model.

Formalise a process for industry, clinician, jurisdiction, academia and community feedback that
provides awareness and allows for governance participation.

Undertake discussions with stakeholders regarding processes and options for the publication

of outcomes from app assessments such as within an online library. A project proposal was
submitted to the mHealth Advisory Committee for the next phases of the project in 2024.

Considerations Beyond 2024

As noted in Section 7, mHealth apps will continue to evolve and the Framework will need ongoing
refinement to remain relevant and capable of assessing new generations of apps. An operating model with
overseeing governance needs to be designed for launch alongside publication of the revised Framework.

As noted in Section 9, a range of factors will influence the governance and operating model for the
Framework and the assessment criteria within the Framework. These require ongoing consideration that
needs to be a responsibility of the governing body which oversees the Framework.

Work will continue the mHealth App Assessment Framework project into
2024 under the HPAB grant. Key to the next stages of work will be further
involvement and engagement with stakeholders, particularly those
outlined earlier in this Options Report.

Page 22



AlCH

AUSTRALASIAN INSTITUTE
OF DIGITAL HEALTH

Options
Report

May 2024

Australian Government

Department of Health
and Aged Care




